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One could also argue that user code is easier to debug than is kernel code, and this would be
true. To getaroundthis problem,we havebuilt an x-kernelsimulatorthat runson top of Unix. Protocol
implementorsareableto codeanddebugtheirprotocolsin thesimulator, andthenmovethem,unchanged,
to the stand-alonekernel.

The key shortcomingof our approachis that becauseall protocolsrun in the kernel addressspace,
thereis no protectionbetweenprotocols.It is not our intent,however, thatarbitraryprotocolsbeallowed
to executeinside the kernel. Theremust be a policy by which protocolsare testedand approvedfor
inclusionin thekernel. It is alsothecasethatthex-kernelwasdesignedfor useon personalworkstations.
In suchan environment,it is not unreasonableto let usersrun new protocolsin the kernel at their own
risk.

6 Conclusions

The major conclusionof this work is that it is possibleto build an operatingsystemarchitecturefor
implementingprotocolsthat is both generaland efficient. Specifically, we havedemonstratedthat the
communicationabstractionsprovidedby the x-kernel are generalenoughto accommodatea wide range
of protocols,yet protocolsimplementedusingthoseabstractionsperformaswell as,andsometimesbetter
than,their counterpartimplementationsin lessstructuredenvironments.

Our experiencesuggeststhat the explicit structureprovidedby the x-kernelhasthe following advan-
tages.First, thearchitecturesimplifiestheprocessof implementingprotocolsin thekernel. This makesit
easierto build andtestnew protocols.It alsomakesit possibleto implementa varietyof RPCprotocols
in the kernel, therebyproviding userswith efficient accessto a wider collectionof resources.Second,
theuniformity of the interfacebetweenprotocolsavoidsthesignificantcostof changingabstractionsand
makesprotocol performancepredictable. This featuremakesthe x-kernel conduciveto experimenting
with new protocols. It alsomakesit possibleto build complexprotocolsby composinga collectionof
single-functionprotocols.Third, it is possibleto write efficient protocolsby tuningtheunderlyingarchi-
tectureratherthanheavilyoptimizingprotocolsthemselves.Again, this facilitatesthe implementationof
bothexperimentalandestablishedprotocols.

In addition to using the x-kernel as a vehicle for doing protocol researchand as a foundationfor
building distributedsystems,we plan to extendthearchitectureto accommodatealternativeinterfacesto
objects.Specifically, we haveobserveda largeclassof objectsthatappearto beprotocols“on thebottom”
but providea completelydifferent interfaceto their clients. For example,a networkfile systemsuchas
Sun’s NFS usestheservicesof multiple protocolssuchasRPCandUDP, but providesthetraditionalfile
systeminterface—e.g.,open, close, read, write, seek—to its clients. Our extensionstake the form of a
typesystemfor objectsthatmaybeconfiguredinto thekernelandadditionaltoolsto supportentitiesother
than communicationprotocols. Finally, we are in the processof porting the x-kernel to new hardware
platforms.
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First, considera synchronoussendin which the senderis blockeduntil an acknowledgmentor reply
messageis receivedfrom the receiver. The processper messageparadigmfacilitatessynchronoussends
in a straightforwardmanner:after calling a sessionobject’s push operation,thesender’s threadof control
blocksona semaphore.Whenthesessionobjecteventuallyreceivesanacknowledgmentor replymessage
via its pop operation,theprocessassociatedwith the reply messagesignalsthesender’s process,thereby
allowing it to return. In contrast,theprocessperprotocolparadigmdoesnotdirectly supportsynchronous
sends.Instead,the sendingprocessasynchronouslysendsthe messageand thenexplicitly blocksitself.
While a userprocesscan afford to block itself, a processthat implementsa protocol cannot;it hasto
processtheothermessagessentto theprotocol. Theprotocolprocessmustspawnanotherprocessto wait
for the reply, but this meansa synchronousprotocol mustsimulatethe processper messageparadigm.
Thus,the programmeris forcedto “step outside”the streammodelto implementan RPCprotocol.

Second,considertheextentto which the two paradigmsrestrictthe receiptof messages;that is, how
easilycan variousdisciplinesfor managingthe order in which messagesare receivedbe representedin
the two paradigms.To illustratethe point, considerthe guaranteeseachof the following threeprotocols
makeaboutthe order in which messagesare delivered:UDP makesno guarantees,TCP ensuresa total
(linear) orderingof messages,andPsyncpreservesonly a partial orderingamongmessages.In the case
of theprocessper protocolparadigm,the queueof messagesfrom which eachprotocolretrievesits next
messageimplicitly enforcesa linearorderingon messages.It is thereforewell suitedfor TCP, but overly
restrictivefor protocolslike UDP andPsync.In contrast,becausearbitrarily manyprocesses(messages)
might call a protocol object’s demux operationor a sessionobject’s pop operation, the processper
messageparadigmenforcesno orderon the receiptof messages,andasa consequence,doesnot restrict
the behaviorof protocolslike UDP.

It is, of course,possibleto enforceanyorderingpoliy by usingothersynchronizationmechanismssuch
assemaphores.For example,the x-kernel implementationof TCP treatsthe adjacenthigh-levelprotocol
object as a critical section; i.e., it protectsthe demux operationwith a mutual exclusionsemaphore.
This enforcesa total ordering on the messagesit passesto the adjacenthigh-level protocol object.
As a secondexample,the implementationof Psyncin the x-kernelpermitsmultiple—butnot arbitrarily
many—outstanding callsto theadjacenthigh-levelprotocol’s demux operation.In general,ourexperience
suggeststhat theprocesspermessageparadigmpermitsmoreparallelism,andasa consequence,is better
suitedfor a multiprocessorarchitecture.

5.4 Kernel Implementation

An importantdesignchoice of the x-kernel is that the entire communicationsystemis embeddedin
the kernel. In contrast,operatingsystemswith minimal kernels—e.g.,Mach [1] and Taos [33]—put
the communicationsystemin a useraddressspace. One argumentoften madein favor of minimalist
kernels is that they lead to a clean modular design, thereby making it easierto modify and change
subsystems.Clearly, the x-kernel is able to gain the sameadvantage.In effect, the x-kernel’s object-
orientedinfrastructureformsthe“kernel” of thesystem,with individualprotocolsconfiguredin asneeded.
The entire systemjust happensto run in privilegedmode,with the very significantadvantageof being
moreefficient.
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of TCP in the x-kernelwould be asefficient asthe Unix implementation.

5.2 Protocol Composition

A secondissueinvolves how the kernel’s communicationobjectsare composedto form pathsthrough
the kernel. Protocolandsessionobjectsarecomposedat threedifferent times. Initially, protocolobjects
are statically composedwhen the kernel is configured. For example,TCP is given a capability for IP
at configurationtime. At the time the kernel is booted, eachprotocol runs someinitialization code
that invokesopen enable on eachlow-level protocol from which it is willing to receivemessages.For
example,IP and ARP invoke the ethernet’s open enable, TCP and UDP invoke IP’s open enable, and
so on. Finally, at runtime, an active entity suchas an applicationprograminvokesthe open operation
on someprotocolobject. The open operation,in turn, usesthe given participantset to determinewhich
lower-level protocolit shouldopen.For example,whenanapplicationprocessopensa TCP session,it is
the TCP protocolobjectthatdecidesto openan IP session.In otherwords,protocolandsessionobjects
are recursivelycomposedat run time in the x-kernel.

This schemehastwo advantages.First, a kernelcanbe configuredwith only thoseprotocolsneeded
by the application. For example,we havebuilt an “Emerald-kernel”that containsonly thoseprotocols
neededto supportEmeraldprograms. In contrast,many kernelsare implementedin a way that makes
it very difficult to configure in (out) individual protocols. Such systemsoften implement“optional”
protocolsoutsidethe kernel, and as illustratedby Sun RPC, theseprotocolsare lessefficient than if
they had been implementedin the kernel. Second,protocolsare not statically bound to each other
at configurationtime. As demonstratedelsewhere,the architecturemakesit possibleto dynamically
composeprotocols[15].

5.3 Process per Message

A key aspectof thex-kernel’s designis thatprocessesareassociatedwith messagesratherthanprotocols.
The processper messageparadigmhasthe advantageof makingit possibleto deliver a messagefrom a
userprocessto a networkdevice(and vise versa)with no contextswitches.This paradigmseemswell
suitedfor a multiprocessorarchitecture.In contrast,the processperprotocolparadigminsertsa message
queuebetweeneachprotocolandrequiresa contextswitchat eachlevel. While it hasbeendemonstrated
by SystemV Unix that it is possibleto implementthe processper protocol paradigmefficiently on
a uniprocessor,7 it seemslikely that a multiprocessorwould have to implementa real context switch
betweeneachprotocol level.

Furthermore,thereis the issueof whethertheprocessper messageor processper protocolparadigm
is moreconvenientfor programmingprotocols[3]. While the two paradigmsare dualsof eachother—
eachcanbesimulatedin theother—our experienceillustratestwo, somewhatsubtle,advantageswith the
processper messageparadigm.

7SystemV multiplexesa singleUnix processover a setof streammodules.Sendinga messagefrom onemoduleto another
via a messagequeuerequirestwo procedurecalls in the bestcase:oneto seeif the messagequeueis emptyandoneto invoke
the next module.
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5.1 Explicit Structure

One of the most importantfeaturesof the x-kernel is that it definesan explicit structurefor protocols.
Considertwo specificaspectsof this structure.First, the x-kernel partitionseachnetworkprotocol into
two disjoint components:the protocol object switchesmessagesto the right sessionand the session
object implementsthe protocol’s interpreter. While this separationimplicitly exists in lessstructured
systems,explicitly embeddingthe partition into the systemmakesprotocol code easierto write and
understand.This is becauseit forces the protocol implementorto distinguish betweenprotocol-wide
issuesandconnection-dependentissues.Second,the x-kernelsupportsbuffer, map,andeventmanagers
that are usedby all protocols. Similar supportin other systemsis often ad hoc. For example,each
protocolis responsiblefor providing its own mechanismfor managingids in Unix.

Our experienceis that the explicit structureprovided by the x-kernel has two advantages.First,
efficient protocolimplementationscanbeachievedwithouta significantoptimizationeffort. For example,
the performancenumberspresentedin Section4 correspondto protocol implementationsthat havenot
beenheavilyoptimized.It wasnotnecessaryto dofine-grainedoptimizationsof eachprotocolbecausethe
architectureitself is sohighly tuned. Instead,oneonly appliesa smallcollectionof high-level“efficiency
rules”, suchasalwaysto cacheopensessions,not touchtheheaderanymorethannecessary, pre-allocate
headers,optimize for the commoncase,and nevercopy data. Our experienceis that theserulesapply
uniformly acrossall protocols.Of course,no amountof operatingsystemoptimizationscancompensate
for poor implementationstrategies;e.g.,a poorly tunedtimeoutstrategy.

Second,by makingthestructureexplicit, wehavebeenableto maketheinterfaceto protocolsuniform.
This hasthe desirableeffect of makingperformancepredictable,which is a necessaryfeaturewhenone
is designingnew protocols.For example,by knowing the costof individual protocol layers,oneis able
to predictthecostof composingthoseprotocols.As illustratedby BerkeleyUnix, “predictability” is not
a universalcharacteristic.

The potentialdown side of this additionalstructureis that it degradesprotocol performance.Our
experienceis that the most critical factor is the extent to which the x-kernel’s architecturelimits a
given protocol’s ability to accessinformationaboutotherprotocolsthat it needsto makedecisions.For
example,in order to avoid re-fragmentationof the packetsit sendsvia IP, TCP needsto know the
maximumtransmissionof theunderlyingnetworkprotocol,in our case,theethernet.Whereasanadhoc
implementationof TCPmight learnthis informationby lookingin someglobaldatastructure,thex-kernel
implementationis able to learn the sameinformationby invoking a control operationon IP. While one
might guessthat an unweildy numberof different control operationswould be necessaryto accessall
the informationprotocolsneed,our experienceis that a relatively small numberof control operationsis
sufficient; i.e., on the orderof a dozen.By usingthesecontrol operations,protocolsimplementedin the
x-kernelareableto gain the sameadvantageavailableto ad hoc implementations.

Also, it is worth notingthatTCPis theworstprotocolwe’ve encounteredat dependingon information
from otherprotocols—notonly doesit dependon informationfrom otherprotocols,but it alsodepends
on their headers—andevenit suffers at most a 10% performancepenalty for using control operations
ratherthandirectly readingsharedmemory. Futhermore,this 10%penaltyis inflatedby the fact thatwe
retrofittedtheUnix implementationof TCPinto thex-kernel. Webelievea “from scratch”implementation
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4.3 Comparisons with Sprite

The third setof experimentsinvolve comparingthe x-kernel to the Spriteoperatingsystem.Comparing
the x-kernel to Sprite is interestingbecause,like other recentexperimentalsystems[7, 35], Sprite is
optimizedto supporta particularRPC protocol. Specifically, Sprite implementsan RPC protocol that
supportsat mostoncesemantics[37]. We comparedan implementation of Sprite RPC in the x-kernel
with a nativeimplementationwhoseperformancewasalsomeasuredon a Sun3/75.6 Both versionswere
compiledusingthe standardSunC compiler. The latencyand throughputresultsarepresentedin Table
VI.

x-Kernel Sprite

Latency(msec) 2.19 2.60
Throughput(k-bytes/sec) 858 700

Incremental(msec/1k-bytes) 1.20 1.20

TableVI: LatencyandThroughput

The key observationis that SpriteRPC performsjust aswell in the x-kernel as it doesin the Sprite
kernel, and this performanceis competitivewith other fast RPC implementations[29]. Being able to
implementa protocolin thex-kernelthatis asefficient asanimplementationin a kernelthatwasdesigned
aroundthe protocol further substantiatesour claim that the x-kernel’s architecturedoesnot negatively
impactprotocolperformance.

5 Experience

To date,we haveimplementeda largebody of protocolsin the x-kernel, including:

� Application-levelprotocols:SunNFS [31], TFTP [30], DNS [19], the run time supportsystemfor
theEmeraldprogramminglanguage,therun time supportsystemfor theSRprogramminglanguage
[2].

� Interprocesscommunicationprotocols:UDP, TCP, Psync,VMTP [6], SunRPC,SpriteRPC;

� Network protocols:IP;

� Auxiliary protocols:ARP [24], ICMP [26];

� Deviceprotocols:ethernetdrivers,displaydrivers,serial line drivers.

Generallyspeaking,our experienceimplementingprotocolsin the x-kernel hasbeenvery positive. By
taking over much of the “bookkeeping”responsibility, the kernel frees the programmerto concentrate
on the communicationfunction being provided by the protocol. This sectionreportsour experience
implementingprotocolsin the x-kernel in moredetail. Note that becauseSystemV streamsare similar
to the x-kernel in manyways,this sectionalsodrawsdirect comparisonsbetweenthe two systems.

6The 2.6 mseclatencyreportedfor Sprite is computedby subtracting0.2 msecfrom the reportedtime of 2.8 msec. The
reportedtime includeda crash/recovermonitor not implementedin the x-kernelversion.

19



Unix

x-Kernel

msec

ports
0

1

2

3

4

5

6

7

0 20 40 60 80 100
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connections.Up to this point all of the experimentshavebeenrun with a singleUDP port openat each
host. (The sameis true for theTCP experiments.)Thus,UDP’s demux operation(andthecorresponding
codein Unix) hada trivial decisionto make: therewasonly onesession(socket)to passthemessageto.
As illustratedby the graph,the x-kernelexhibitsconstantperformanceasthenumberof portsincreases,
while Unix exhibits linear performance. The reasonfor this is simple: the x-kernel’s map manager
implementsa hashtable,while Unix UDP maintainsa linear list of openports. The importantpoint is
thatundertypical loads(approximately40 openports)Unix incursa 10%performancepenaltyfor using
the “wrong” mechanismfor managingidentifiers.

4.2.4 Summary

In summary, this setof experimentssupportthe following conclusions.First, the x-kernel is significantly
fasterthanUnix whenmeasuredat a course-grainlevel. Second,the costof the Unix socketinterfaceis
the leadingreasonwhy user-to-userperformanceis significantlyworsein Unix thanit is in the x-kernel.
Third, the performanceof individual protocolsin the two systems—whencontrolling for differencesin
implementationtechniques—arecomparable.Thissupportsour claim thatthex-kernels’architecturedoes
not negativelyimpact protocol performance.Fourth, the additionalstructureprovidedby the x-kernel
has the potential to drastically improve protocol performance,as illustratedby our implementationof
SunRPC.Finally, the x-kernel’s underlyingsupportroutinesperformbetterthantheir Unix counterparts
underincreasedload.
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costin Unix variessignificantly. In particular, theUnix curvecanbedivided into four distinctparts: (1)
the incrementalcost of going from 200 bytesto 500 bytesis 0.57 msecper 100 bytes;(2) the cost of
sending600 bytesis over 1 mseclessthan the cost of sending500 bytes; (3) the incrementalcost of
sending600 to 1000 bytesis 0.25 msecper 100 bytes(sameas the x-kernel); and (4) the incremental
costof sendingbetween1100and1400bytesis again0.57msecper 100 bytes.

Thereasonfor thiswide differenceof behavioris thatUnix doesnotprovideauniformmessage/buffer
managementsystem.Instead,it is the responsibilityof eachprotocol to representa messageasa linked
list of two differentstorageunits: mbufswhich hold up to 118 bytesof dataandpageswhich hold up to
1024bytesof data[18]. Thus,the differencebetweenthe four partsof theUnix curvecanbe explained
as follows: (1) a new mbuf is allocatedfor each118 bytes(i.e., 0.57msec/2= 0.28msecis the cost of
usinganmbuf); (2) a pageis allocatedwhenthemessagesizereaches512bytes(half a page);(3) therest
of the pageis filled without the needto allocateadditionalmemory;and(4) additionalmbufsare used.
Thus,thedifferencein thecostof sending500bytesand600bytesin Unix concretelydemonstratesthe
performancepenaltyinvolvedin usingthe“wrong” buffer managementstrategy;in this case,thepenalty
is 14%. Perhapsjust as importantas this quantitativeimpact is the “qualitative” differencebetweenthe
buffer managementschemeofferedby the two systems:someonehad to think aboutandwrite the data
buffering codethat resultsin the Unix performancecurve.

Second,Figure6 givestheperformanceof thex-kernelandUnix asa functionof thenumberof open

17



time canbe attributedto to the overheadof socketsthemselves.In contrast,0.55msecof the0.61msec
of the interfacecost for the x-kernel is associatedwith the costof crossingthe user/kernelboundary;it
costsonly 50 µsecto createan initial messagebuffer thatholdsthemessage.Note that this 50 µseccost
is not repeatedbetweenprotocolswithin the kernel.

4.2.2 User-to-User Throughput

We alsomeasureduser-to-userthroughputof UDP andTCP. TableV summarizestheresults.In thecase
of UDP, we senta 16k-bytemessagefrom the sourceprocessto the destinationprocessand a 1-byte
messagein reply. This test was run using the UDP-IP-ETH protocol stack. To make the experiment
fair, the x-kernel adoptsthe Unix IP fragmentationstrategyof breakinglarge messagesinto 1k-byte
datagrams;e.g., sendinga 16k-byte user messageinvolves transmittingsixteenethernetpackets. By
sendingthe maximum numberof bytes (1500) in each ethernetpacket, we are able to improve the
x-kerneluser-to-userthroughputto 604 kilobytes/sec.

Protocol x-Kernel Unix
(k-bytes/sec) (k-bytes/sec)

UDP 528 391
TCP 417 303

TableV: Throughput

In the caseof TCP, we measuredthe time necessaryto send1M-byte from a sourceprocessto a
destinationprocess.The sourceprocesssendsthe 1M-byte by writing 1024 1k-byte messagesto TCP.
Similarly, thedestinationprocessreads1k-byteblocks. In bothcasesTCP wasconfiguredwith a 4k-byte
sendingand receivingwindow size, effectively resultingin stop-and-waitbehavior. This explainswhy
the TCP throughputfor both systemsis lessthan the UDP throughput,which effectively usesthe blast
algorithm. Finally, as in the UDP experiment,the datais actually transmittedin 1k-byteIP packets.

In the caseof both Unix and the x-kernel, the userdata is copiedacrossthe user/kernelboundary
twice—onceon the sendinghost and onceon the receivinghost. We havealso experimentedwith an
implementationof the x-kernel that usespageremappinginsteadof datacopying. Remapingis fairly
simpleon thesendinghost,but difficult on thereceivinghostbecausethedatacontainedin the incoming
fragmentsmust be caughtin consecutivebuffers that begin on a pageboundary. A companionpaper
describeshow this is donein the x-kernel [20].

4.2.3 Support Routines

In additionto evaluatingtheperformanceof thearchitectureasa whole,we alsoquantify the impactthe
underlyingsupportroutineshaveon protocolperformance.Specifically, we are interestedin seeingthe
relativedifferencebetweenthe way messagesandidentifiersaremanagedin the x-kernelandUnix.

First, Figure5 showstheperformanceof UDP the x-kernelandUnix for messagesizesrangingfrom
1 byte to 1400bytes;i.e., the UDP messagefits in a singleIP datagram.It is interestingto notethat the
incrementalcost of sending100 bytesin the x-kernel is consistently0.25 msec,while the incremental

16



messagesto the appropriateport. Thereis no room for variationin the implementationstrategyadopted
by the x-kernel and Unix implementations. As a consequence,the incrementalcost of UDP is a fair
representationof the minimal cost of a baseprotocol in the two systems.5 While it is possiblethat
the 140 µsec differencebetweenthe two implementationscan be attributedto coding techniques,the
protocol is simpleenoughand the Unix implementationmatureenoughthat we attributethe difference
to the underlyingarchitecture.

TCP is a complexprotocolwhoseimplementationcanvary significantly from systemto system.To
control for this, we directly portedtheUnix implementationto thex-kernel. Thus,thedifferencebetween
theincrementalcostof TCPin thetwo systemsquantifiesthepenaltyfor coercinga complexprotocolinto
the x-kernel’s architecture.Our experimentsquantify this penaltyto be 110 µsec,or lessthan10%. We
attributethisdifferenceto TCP’sdependencyon theIP header. Specifically, TCPusesIP’s lengthfield and
it computesa checksumover both the TCP messageandthe IP header. Whereasthe x-kernelmaintains
a strongseparationbetweenprotocolsby forcing TCP to query IP for the necessaryinformationusing
a control operation,the Unix implementationgainssomeefficiency by directly accessingthe IP header;
i.e., it violatesthe boundarybetweenthe two protocols.While onecould arguethat the rigid separation
of protocolsenforcedby the x-kernel’s architectureis overly restrictive,we believe the more accurate
conclusionto draw from this experimentis that protocol specificationsshould eliminate unnecessary
dependencieson other protocols. In this particularcase,having TCP dependon information in the IP
headerdoesnot contributeto the efficiency of TCP; it is only an artifact of TCP andIP beingdesigned
in conjunctionwith eachother.

RPC is also a complexprotocol, but insteadof porting the Unix implementation into the x-kernel,
we implementedRPC in the x-kernel from scratch. Thus, comparingthe incrementalcost of RPC in
the two systemsprovidesa handleon the potentialadvantagesof implementing a complexprotocol in
a highly structuredsystem. Becausethis experimentwas much lesscontrolledthan the other two, we
are only able to draw the following weakerconclusions. First, becausethe x-kernel implementation
is in the kernel rather than userspace,it is able to take advantageof kernel supportnot availableto
user-basedimplementations.For example,the kernel-basedimplementationis ableto avoidunnecessary
datacopyingby usingthekernel’s buffer manager. While this makesthecomparisonsomewhatunfair, it
is importantto noteit is thestructureprovidedby thex-kernel thatmakesit possibleto implementa new
protocollike RPCto thekernel. In contrast,implementingRPCin theUnix kernelwould bea muchmore
difficult task. Second,thex-kernelimplementationis dramaticallycleanerthantheUnix implementation.
Although difficult to quantify, our experiencesuggeststhat the additionalstructureprovidedby the x-
kernel led to this more efficient implementation.We do not believe,however, that our experiencewith
RPC is universallyapplicable.For example,it is doubtful that a “from scratch”implementationof TCP
in the x-kernelwould be significantlymoreefficient thanthe Unix implementation.

Finally, it is clear that the Unix socketabstractionis bothexpensiveandnon-uniform.Socketswere
initially designedas an interface to TCP; coercing UDP and IP into the socketabstractioninvolves
additionalcost. Furthermore,independentmeasurementsof the time it takesto enterandexit the Unix
kernelandthe time it takesto do a contextswitch in Unix indicatethat roughly2/3 of theUnix interface

5By “base” protocolwe meanthe simplestprotocol that doesany real work. Onecould imaginea simpler “null” protocol
that passesmessagesthroughunchanged.
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Furthermore,themeasurementshighlightan interestinganomalyin Unix: it costsmoreto senda message
usingthe IP-ETH protocolstackthanit doesusingthe UDP-IP-ETH protocolstack. We refer to this as
the cost of changingabstractions. That is, the socketabstractionis tailored to provide an interfaceto
transportprotocolslike UDPandTCP;thereis anaddedcostfor usingsocketsasaninterfaceto anetwork
protocol like IP.4 Our experiencewith Unix alsosuggeststhat the 4.87 msecround trip delay for ETH
is inflatedby a significantabstractionchangingpenalty. In particular, becausewe hadto usetheSystem
V streamsmechanismavailablein SunOSto directly accessthe ethernet—butSunOSusesthe Berkeley
Unix representationfor messagesinternally—eachmessagehad to be translatedbetweenits Berkeley
Unix representationandits SystemV Unix representation.Note that 4.87 msecis not a fair measureof
ETH whenit is incorporatedin theotherprotocolstackswe measured—e.g.,UDP-IP-ETH—becausethe
streamabstractionis not usedin thosecases.

The limitation of theprecedingexperimentsis thattheyarenot fine-grainedenoughto indicatewhere
eachkernel is spendingits time. To correct for this, we measuredthe incrementalcost for the three
end-to-endprotocols:UDP, TCP, andRPC.The resultsarepresentedin TableIV.

In the caseof the x-kernel, the incrementalcost for eachprotocol is computedby subtractingthe
measuredlatencyfor appropriatepairs of protocolstacks;e.g., TCP latencyin the x-kernel is given by
3.30msec- 1.89msec= 1.41msec.That is, crossingthe TCP protocolfour times—twiceoutgoingand
twice incoming—takes1.41msec.In thecaseof Unix, we modifiedtheUnix kernelsothateachprotocol
would “reflect” incomingmessagesbackto their sourceratherthanpassthemupto theappropriatehigher
level protocol. In doingthis,we effectively eliminatetheoverheadfor enteringandexiting thekerneland
using the socketabstraction;i.e., we measuredkernel-to-kernellatencyratherthan user-to-userlatency.
The kernel-to-kernellatency is 2.90 msecfor IP, 3.15 msecfor UDP, and 4.20 msecfor TCP. These
numbersare in turn usedto computethe incrementalcostof UDP and TCP; e.g., TCP latencyin Unix
is given by 4.20 msec- 2.90 msec= 1.30 msec. We computethe incrementalcostof RPC in Unix by
subtractingthe UDP user-to-userlatencyfrom the user-to-userRPClatency.

Finally, by subtractingthe kernel-to-kernellatency from the user-to-userlatency for IP, UDP, and
TCP, we areableto determinethecostof thenetworkinterfaceto eachof theseprotocols.In thecaseof
Unix, thecostof thesocketinterfaceto TCP is givenby 6.10msec- 4.20msec= 1 .90 msec.This time
includesthe costof crossingthe user/kernelboundaryand the overheadimposedby socketthemselves.
In thecaseof thex-kernel,thedifferencebetweenkernel-to-kernellatencyanduser-to-userlatencyyields
a uniform 0.61msecoverheadfor all protocolstacks.

Component x-Kernel (msec) Unix (msec)

UDP 0.11 0.25
TCP 1.41 1.30
RPC 2.00 3.84

Interface 0.61 1.90/2.25/2.75

TableIV: IncrementalCosts

UDP is a trivial protocol: it only addsand strips an 8-byte headerand demultiplexesincoming

4It is possiblethat this costis not intrinsic, but that the IP/socketinterfaceis lessoptimizedbecauseit is usedlessoften.

14



dominateperformance.

4.2 Comparisons with Unix

The secondset of experimentsinvolve comparingthe x-kernel to Berkeley Unix. For the purposeof
this comparison,we measuredthe performanceof the DARPA Internet protocol suite—IP, UDP, and
TCP—alongwith SunRPC[32]. We usedSunOSRelease4.0.3,a variantof 4.3 BerkeleyUnix thathas
beentunedfor SunMicrosystemworkstations.SunOSrelease4.0.3alsoincludesSystemV streams,but
streamsarenot usedby the implementationof IP, UDP, or TCP. They do, however, providean interface
for directly accessingthe ethernetprotocol. The Unix timings were all madewhile executingin single
usermode;i.e., no other jobs wererunning.

Our objectivein comparingthe x-kernelwith Unix is to quantify the impactthe x-kernelarchitecture
hason protocolperformance.Towardthis end,it is importantto keeptwo thingsin mind. First, although
theBerkeleyUnix socketabstractionprovidesa uniform interfaceto a varietyof protocols,this interface
is only usedbetweenuserprocessesandkernelprotocols:(1) protocolswithin thekernelarenot rigidly
structured,and (2) the socketinterfaceis easily separatedfrom the underlyingprotocols. Thus, once
the costof the socketabstractionis accountedfor, comparingthe implementationof a protocol in Unix
and the sameprotocol in the x-kernel providesa fair measureof the penalty imposedon protocols
by the x-kernel’s architecture. Second,so as to eliminate the peculiaritiesof any given protocol, we
considerthreedifferentend-to-endprotocols: UDP, TCP, and RPC. We believetheseprotocolsprovide
a representativesamplebecausethey rangefrom the extremelytrivial UDP protocol to the extremely
complexTCP protocol.

4.2.1 User-to-User Latency

Initially, wemeasuredlatencybetweenapairof userprocessesexchanging1-bytemessagesusingdifferent
protocolstacks.The resultsarepresentedin TableIII. Eachrow in thetableis labelledwith theprotocol
stackbeing measured.In the x-kernel, all the protocolsare implementedin the kernel; only the user
processesexecutein userspace. In Unix, all the protocolsare implementedin the kernel exceptRPC.
Thus, in the caseof the RPC-UDP-IP-ETH protocolstack,the user/kernelboundaryis crossedbetween
the userandRPC in the x-kernelandbetweenRPC andUDP in Unix.

ProtocolStack x-Kernel (msec) Unix (msec)

ETH 1.68 4.87
IP-ETH 1.89 5.62

UDP-IP-ETH 2.00 5.36
TCP-IP-ETH 3.30 6.10

RPC-UDP-IP-ETH 4.00 9.20

TableIII: User-to-UserLatency

Although thesemeasurementsprovideonly a course-graincomparisonof the two systems,they are
meaningfulin asmuchaswe are interestedin evaluatingeachsystem’s overall, integratedarchitecture.
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configuredwith theethernetcontrollerin promiscuousmode.Second,crossingthe user/kernelboundary
costs20µsecin the user-to-kerneldirectionand254µsecin the kernel-to-userdirection. The latter is an
orderof magnitudemoreexpensivebecausethereis no hardwareanalogof a systemtrapthatcanbeused
to implementupcalls. Thus, for a pair of userprocessesto exchangetwo messagesinvolves crossing
the user/kernelboundarytwice in the downwarddirectionand twice in the upwarddirection,for a total
boundarypenaltyof 2 � 20µsec � 2 � 254µsec � 548µsec. Third, thecostof coercingprotocolsinto our
connection-basedmodel is nominal: it costs260µsecto openand closea null session.Moreover, this
costcanusuallybe avoidedby cachingopensessions.

We next quantify the relative time spentin eachpart of the kernel by collecting profile dataon a
test run that involved sendingand receiving10,0001-byte messagesusing the UDP-IP-ETH protocol
stack. Table II summarizesthe percentageof time spentin eachcomponent. The percentageswere
computedby dividing the estimatedtime spentin the proceduresthat makeup eachcomponentby the
differencebetweenthe total elapsedtime andthemeasuredidle time. That is, the21.8%associatedwith
the buffer managermeansthat 21.8%of the time the kernel wasdoing real work—i.e., not runningthe
idle process—itwas executingone of the buffer managerroutines. The timesreportedfor eachof the
protocols—ethernet,IP, andUDP— do not includetime spentin the buffer or id managerson behalfof
thoseprotocols.

Component Percentage

Buffer Manager 21.8
Id Manager 1.8

Ethernet 43.7
IP 9.8

UDP 2.8
InterfaceOverhead 5.3
BoundaryCrossing 5.9

ProcessManagement 8.6
Other 0.3

TableII: Percentageof Time Spentin eachComponent

As one would expect,given the simplicity of IP and UDP, the performanceis dominatedby the
time spentin the ethernetdriver manipulatingthe controller. In addition,we makethe following four
observations. First, the time spent in the buffer manageris significant: over one fifth of the total.
Because1-byte messageswere being exchanged,this percentageis independentof the cost of copying
messagesacrossthe user/kernelboundary;it includesonly thoseoperationsnecessaryto add and strip
headers.Second,the 5.3% reportedfor the interfaceoverheadcorrespondsto the object infrastructure
imposedon top of theC proceduresthat implementprotocolsandsessions.This percentageis bothsmall
and greatly over stated. In practice,this infrastructureis implementedby macros,but for the sakeof
profiling, this functionality had to be temporarilyelevatedto procedurestatus.Third, the percentageof
time spentcrossingtheuser/kernelboundaryis alsofairly insignificant,but asthemessagesizeincreases,
so doesthis penalty. Finally, the processmanagementcomponent(8.6%) indicatesthat while the cost
of dispatchinga processto shepherdeachmessagethroughthe kernel is not negligible,neitherdoesit
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stcp
ip are held therefor reassemblyinto IP datagrams.Completedatagramsare then passedup to ptcp’s

demux, which in turn popsthemessageinto theappropriateTCP sessionbasedon thesource/destination
portscontainedin themessage.Finally, whensuser1

tcp is eventuallyclosed,it in turn closess tcp
ip , andso on.

4 Performance

Thissectionreportson threesetsof experimentsdesignedto evaluatetheperformanceof thex-kernel. The
first measurestheoverheadof variouscomponentsof thex-kernel, thesecondcomparestheperformance
of the x-kernel to that of a productionoperatingsystem(BerkeleyUnix) [17], and the third compares
the x-kernel to an experimentalnetwork operatingsystem(Sprite) [21]. The purposeof the latter two
experimentsis to quantifytheimpactthearchitecturehasonprotocolperformanceby comparingprotocols
implementedin the x-kernel with protocolsimplementedin two lessstructuredenvironments.

Theexperimentswereconductedona pair of Sun3/75sconnectedby anisolated10Mbsethernet.The
numberspresentedwerederivedthroughtwo levelsof aggregation.Eachexperimentinvolvedexecuting
somemechanism10,000times,andrecordingthe elapsedtime every1,000executions.The averageof
theseten elapsedtimes is reported. Although we do not report the standarddeviationof the various
experiments,they wereobservedto be on the orderof the clock granulatiry.

When interpretingthe resultspresentedin this section,it is importantto keepin mind that we are
interestedin quantifying how operatingsystemsinfluenceprotocol performance,not in raw protocol
performance,perse. Therearemanyimplementationstrategiesthat canbeemployedindependentof the
operatingsystemin which a given protocol is implemented.It is also possiblethat coding techniques
differ from one implementationto another. We attemptto control for thesestrategiesand techniques,
commentingon variationsin protocol implementationswhenappropriate.

4.1 Overhead

An initial setof experimentsmeasuretheoverheadin performingseveralperformance-criticaloperations;
the resultsarepresentedin TableI.

Component Time (µsec)

ContextSwitch 38
DispatchProcess 135

Open/CloseSession 260
Enter/ExitKernel 20

Enter/ExitUser 254
Copy 1024Bytes 250

TableI: Costof VariousSystemComponents

Threefactorsare of particularimportance.First, the overheadto dispatcha light-weight processto
shepherda messagethroughthe x-kernel is 135µsecs.Dispatchinga shepherdprocesscoststwo context
switchesandabout50µsecin additionaloverhead.This overheadis small enough,relativeto the rateat
which packetsaredeliveredby theethernet,that the x-kerneldropslessthan1 in a million packetswhen
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Figure4: ExampleProtocolandSessionObjects

setconsistingof the invoking object’s protocolnumber. In practice,suchinvocationsoccurat boot time
asa resultof initialization codewithin eachprotocolobject.

Next, considerhow the sessionswere created. Supposesuser1
tcp is a TCP sessioncreatedby a client

processthat initiatescommunication.Sessionsuser1
tcp directly opensIP sessionstcp

ip by invoking pip’s open
operation,specifyingboththesourceanddestinationIP addresses.Sessions tcp

ip , in turn, createsa template
headerfor all messagessentvia thatsessionandsavesit in its internalstate;it mayalsoopenoneor more
lower-level sessions.In contrast,supposesuser3

udp is a UDP sessionindirectly createdby a serverprocess

that waits for communication.In this case,sudp
ip is createdby pip invoking pudp’s open done operation

when a messagearrives at pip’s demux operation. Sessionsudp
ip then invokes pudp’s demux operation,

which in turn createssuser3
udp .

Onceestablished,either by a client as in the caseof stcp
ip and suser1

tcp , or by a serverand a message

arriving from thenetworkasin thecaseof sudp
ip andsuser3

udp , theflow of messagesthroughtheprotocolsand
sessionsis identical. For example,wheneversuser1

tcp hasa messageto send,it invokesstcp
ip ’s push operation,

which attachesan IP headerandpushesthe messageto somelower-level session.Messagesthat arrive
from the networkare eventuallypassedup to pip, which examinesthe headerandpopsthe messageto
stcp

ip if theprotocolnumberis “6” andthesourcehostaddressmatchesh1. Messagespoppedto IP session
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3 Examples

A compositionof protocol and sessionobjectsform a path through the kernel that messagesfollow.
For example,consideran x-kernel configuredwith the suite of protocol objects given in Figure 3,
whereEmeraldRTS is a protocol object that implementsthe run time supportsystemfor the Emerald
programminglanguage[4] and ETH is a protocol object that correspondsto the ethernetdriver. In
this scenario,onehigh-levelparticipant—anEmeraldobject—sendsa messageto anotherEmeraldobject
identifiedwith EmeraldId eid. This identifieris only meaningfulin thecontextof protocolEmerald RTS.
Likewise,EmeraldRTSis knownasport2005in thecontextof UDP, which is in turnknownasprotocol17
in the contextof IP, andso on. A setof protocolson a particularhostareknown in the contextof that
host.

Emerald_RTS

UDP

IP

ETH

Figure3: ExampleSuiteof Protocols

As a sessionat one level opensa sessionat the next lower level, it identifiesitself and the peer(s)
with which it wantsto communicate.EmeraldRTS, for example,opensa UDP sessionwith a participant
setidentifying itself with therelativeaddressport2005, andits peerwith theabsoluteaddress� port2005,
host192.12.69.5� . Thus, a messagesent to a peerparticipantis pusheddown throughseveralsession
objectson the sourcehost,eachof which attachesheaderinformationthat facilitatesthe messagebeing
poppedup throughthe appropriatesetof sessionsandprotocolson the destinationhost. In otherwords,
theheadersattachedto theoutgoingmessagespecifythepaththemessageshouldfollow whenit reaches
the destinationnode. In this example,the pathwould be denotedby the “path name”

eid@port2005@protocol17@. . .

Intuitively, thesession’s push operationconstructsthis pathnameby pushingparticipantidentifiersonto
the message,and the session’s pop operationconsumespiecesof the pathnameby poppingparticipant
identifiersoff the message.

As a secondexample,considerthe collection of protocolsand sessionsdepictedin Figure 4. The
exampleconsistsof threeprotocols,denotedptcp, pudp, andpip; IP sessionsstcp

ip and sudp
ip ; TCP sessions

suser1
tcp andsuser2

tcp ; andUDP sessionsuser3
udp . Eachedgein thefigure denotesa capabilityoneobjectpossess

for another, wherethe edgelabelsdenoteparticipantidentifiersthathavebeenboundto the capability.
Initially, notethatpip possessesa capability(labelled“6”) for ptcp anda capability(labelled“17”) for

pudp, eachtheresultof thehigher-level protocolinvokingp ip’s open enable operationwith theparticipant
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generatesthem)andflow downwardto a device. While flowing downward,a messagevisits a seriesof
sessionsvia their push operations.While flowing upward,a messagealternativelyvisits a protocolvia
its demux operationandthena sessionin thatprotocol’s classvia its pop operation.As a messagevisits
a sessionon its way down,headersareadded,themessagemay fragmentinto multiple messageobjects,
or the messagemay suspenditself while waiting for a reply message.As a messagevisits a session
on the way up, headersare stripped,the messagemay suspenditself while waiting to reassembleinto a
largermessage,or themessagemay serializeitself with sibling messages.Thedataportionof a message
is manipulated—e.g.,headersattachedor stripped,fragmentscreatedor reassembled—usingthe buffer
managementroutinesmentionedin Section2.1.

When an incoming messagearrivesat the network/kernelboundary(i.e., the network device inter-
rupts),a kernelprocessis dispatchedto shepherd it througha seriesof protocolandsessionobjects;this
processbeginsby invoking the lowest-levelprotocol’s demux operation.Shouldthe messageeventually
reachthe user/kernelboundary, the shepherdprocessdoesan upcall and continuesexecutingas a user
process. The kernel processis returnedto a pool and madeavailablefor re-usewheneverthe initial
protocol’s demux operationreturnsor themessagesuspendsitself in somesessionobject. In thecaseof
outgoingmessages,theuserprocessdoesa systemcall andbecomesa kernelprocess.This processthen
shepherdsthe messagethroughthe kernel. Thus, when the messagedoesnot encountercontentionfor
resources,it is possibleto sendor receivea messagewith no processswitches. Finally, messagesthat
are suspendedwithin somesessionobjectcan later be re-activatedby a processcreatedas the resultof
a timer event.
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In addition to creatingsessions,eachprotocolalso “switches” messagesreceivedfrom the network
to oneof its sessionswith a

demux(protocol, message)

operation.demux takesa messageasan argument,andeitherpassesthe messageto oneof its sessions,
or createsa new session—using the open done operation—andthenpassesthemessageto it. In thecase
of a protocol like IP, demux might also “route” the messageto someother lower-level session.Each
protocolobject’s demux operationmakesthedecisionasto which sessionshouldreceivethemessageby
first extractingthe appropriateexternalid(s) from the message’s header. It then usesa map routine to
translatethe externalid(s) into eitheran internal id for oneof its sessions(in which casedemux passes
the messageto that session)or into an internal id for somehigh-level protocol (in which casedemux
invokesthat protocol’s open done operationandpassesthe messageto the resultingsession).

For example,given the invocationsof open and open enable outlined above,q’s demux operation
would first extract the local port and remote port fields from the messageheaderand attemptto map
the pair � local port, remote port � into somesessionobject s. If successful,it would passthe message
on to sessions. If unsuccessful,q’s demux would next try to map local port into someprotocolobject
p. If the mapmanagersupportssucha binding, q’s demux would then invoke p’s open done operation
with theparticipantset � local port, remote port � —yielding somesessions � —andthenpassthemessage
on to s � .

2.3 Session Objects

A sessionis an instanceof a protocolcreatedat runtimeasa resultof an open or anopen done operation.
Intuitively, a sessioncorrespondsto theend-pointof a networkconnection;i.e., it interpretsmessagesand
maintainsstateinformationassociatedwith a connection.For example,TCP sessionobjectsimplement
theslidingwindowalgorithmandassociatedmessagebuffers,IP sessionobjectsfragmentandreassemble
datagrams,andPsyncsessionobjectsmaintaincontextgraphs.UDP sessionobjectsaretrivial; theyonly
addandstrip UDP headers.

Sessionssupporttwo primary operations:

push(session, message)
pop(session, message)

The first is invoked by a high-level sessionto passa messagedown to somelow-level session. The
secondis invoked by the demux operationof a protocol to passa messageup to one of its sessions.
Figure2 schematicallydepictsa session,denotedsp

q, that is in protocolq’s classandwascreated—either
directly via open or indirectly via open enable and open done—by protocol p. Dotted edgesmark the
patha messagetravelsfrom a userprocessdown to a network deviceand solid edgesmark the path a
messagetravelsfrom a networkdeviceup to a userprocess.

2.4 Message Objects

Conceptually, messagesare active objects. They either arrive at the bottom of the kernel (i.e., at a
device)and flow upwardto a userprocess,or they arrive at the top of the kernel (i.e., a userprocess

7



nameasan index to find a pointerto theprocedurethat implementsthe op for thatobject,andcalls that
procedurewith the argumentsarg2, . . . ,argn. In certaincases,arg1 is alsopassedto the procedure.This
is necessarywhenthe procedureneedsto know what object it is currentlyoperatingon.

2.2 Protocol Objects

Protocolobjectsservetwo major functions: they createsessionobjectsand they demultiplexmessages
receivedfrom the network to one of their sessionobjects. A protocol object supportsthreeoperations
for creatingsessionobjects:

session = open(protocol, invoking protocol, participant set)
open enable(protocol, invoking protocol, participant set)
session = open done(protocol, invoking protocol, participant set)

Intuitively, a high-levelprotocol invokesa low-level protocol’s open operationto createa session;that
sessionis said to be in the low-level protocol’s classand createdon behalf of the high-levelprotocol.2

Eachprotocolobject is givena capability for the low-level protocolsuponwhich it dependsat configu-
ration time. The capability for the invoking protocolpassedto the open operationservesas the newly
createdsession’s handleon that protocol. In the caseof open enable, the high-level protocol passesa
capability for itself to a low-level protocol. At somefuture time, the latter protocol invokesthe former
protocol’s open done operationto inform thehigh-levelprotocolthatit hascreateda sessionon its behalf.
Thus, the first operationsupportssessioncreationtriggeredby a userprocess(an active open),while
the secondandthird operations,takentogether, supportsessioncreationtriggeredby a messagearriving
from the network(a passiveopen).

The participant set argumentto all threeoperationsidentifiesthe setof participantsthat are to com-
municatevia the createdsession.By convention,the first elementof that set is the local participant. In
thecaseof open andopen done, all membersof theparticipantsetmustbegiven. In contrast,not all the
participantsneedbe specifiedwhen open enable is invoked, althoughan identifier for the local partici-
pantmustbepresent.Participantsidentify themselvesandtheir peerswith hostaddresses,port numbers,
protocol numbers,and so on; theseidentifiersare called externalids. Eachprotocol object’s open and
open enable operationsuse the map routinesto savebindingsof theseexternal ids to capabilitiesfor
sessionobjects(in the caseof open) andprotocolobjects(in the caseof open enable). Suchcapabilities
for operatingsystemobjectsareknownas internal ids.

Consider, for example,a high-level protocol object p that dependson a low-level protocol object
q. Supposep invokesq’s open operationwith the participantset � local port, remote port � . p might
do this becausesomehigher-level protocolhad invoked its open operation.The implementationof q’s
open would initialize a new sessions and savethe binding � local port, remote port ��� � s in a map.
Similarly, shouldp invoke q’s open enable operationwith the singletonparticipantset � local port � , q’s
implementationof open enable would savethe binding local port � � p in a map.3

2We usethe Smalltalk notion of classes:a protocolcorrespondsto a classanda sessioncorrespondsto an instanceof that
class[12].

3For simplicity, we usep both to refer to a particularprotocolandto denotea capabilityfor that protocol. Similarly, we use
s both to refer to a particularsessionandto denotea capabilityfor that session.
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protocols. Theseroutinesare describedin moredetail in a companionpaper[14]. First, a setof buffer
managerroutinesprovide for allocatingbuffer space,concatenatingtwo buffers, breakinga buffer into
two separatebuffers, and truncatingthe left or right end of a buffer. The buffer routinesusethe heap
storageareaand are implementedin way that allows multiple referencesto arbitrary piecesof a given
buffer without incurringanydatacopying. Thebuffer routinesareusedto manipulatemessages;i.e., add
andstrip headers,fragmentandreassemblemessages.Second,a setof mapmanagerroutinesprovidea
facility for maintaininga setof bindingsof one identifier to another. The maproutinessupportadding
newbindingsto theset,removingbindingsfrom theset,andmappingoneidentifier into anotherrelative
to a set of bindings. Protocol implementations usetheseroutinesto translateidentifiersextractedfrom
messagesheaders—e.g.,addresses,port numbers—intocapabilitiesfor kernel objects. Third, a set of
eventmanagerroutinesprovidesan alarm clock facility. The eventmanagerlets a protocol specify a
timer eventasa procedurethat is to be calledat somefuture time. By registeringa procedurewith the
eventmanager, protocolsareable to timeoutandact on messagesthat havenot beenacknowledged.

Finally, the x-kernel providesan infrastructurethat supportscommunicationobjects. Although the
x-kernel is written in C, the infrastructureenforcesa minimal object-orientedstyle on protocol and
sessionobjects, that is, eachobject supportsa uniform set of operatoins. The relationshipsbetween
communicationobjects—i.e.,which protocolsdependon which others—aredefinedusingeithera simple
textual graphdescriptionlanguageor a X-windows basedgrapheditor. A compositiontool readsthis
graphandgeneratesC codethat createsandinitializes the protocolsin a “bottom-up” order.

Eachx-kernelprotocol is implementedasa collectionof C sourcefiles. Thesefiles implementboth
the operationson the protocol object that representsthe protocol, and the operationson its associated
sessionobjects.Eachoperationis implementedasa C function.

Both protocolsand sessionsare representedusing heapallocateddatastructuresthat containstate
(data)specificto theobjectandanarrayof pointersto the functionsthat implementtheoperationson the
object. Protocolobjectsare createdand initialized at kernel boot time. When a protocol is initialized,
it is given a capability for eachprotocol on which it depends,as definedby the graph. Data global
to the protocol—e.g.,unusedport numbers,the local host address,capabilitiesfor other protocolson
which this one depends—iscontainedin the protocol state. Becausesessionsrepresentconnections,
they are createdand destroyedwhen connectionsare establishedand terminated. The session-specific
stateincludescapabilitiesfor othersessionandprotocolobjectsaswell aswhateverstateis necessaryto
implementthe statemachineassociatedwith a connection.

So that the top-mostkernel protocolsneednot be aware that they lie adjacentto the user/kernel
boundary, user processesare required to masqueradeas protocol objects; i.e., the user must export
thoseoperationsthat a protocolor sessionmay invoke on a protocol locatedaboveit in the graph. A
create protocol operationallows a userprocessto createa protocolobjectrepresentingthe userprocess;
the functionpointersin this protocolobjectrefer to proceduresimplementedin the user’s addressspace.
Theuserprocessusestheprotocolobjectreturnedby create protocol to identify itself in subsequentcalls
to the kernelprotocols.

Thex-kernelinfrastructurealsoprovidesinterfaceoperationsthatsimplify theinvocationof operations
on protocolandsessionobjects.Specifically, for eachoperationinvocationop(arg1, arg2, . . . ,argn) defined
in the rest of this section,the infrastructureusesarg1 as a capability for an object, usesthe operation
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Figure1: Examplex-Kernel Configuration

processesrunning in a given addressspacesharethe sameuserand kernel areas;eachprocesshasa
privatestackin thestackarea.All addressspacessharethesamekernelarea.Theuserandkernelareas
of eachaddressspacecontaincode,static data,and dynamicdata(heap). Eachprocess’private stack
is divided into a userstackand a kernel stack. Processeswithin an addressspacesynchronizeusing
kernelsemaphores.Processesin differentaddressspacescommunicatein the sameway asdo processes
on differentmachines—byexchangingmessagesthroughoneor moreof the kernel’s protocolobjects.

A processmay executein either useror kernel mode. When a processexecutesin usermode,it is
called a userprocessand it usesthe codeand datain the userareaand its userstack. Likewise, when
a processexecutesin kernel mode, it is called a kernel processand it usesthe code and data in the
kernelareaand its kernelstack. A kernelprocesshasaccessto both the kernelanduserareas,while a
userprocesshasaccessto only the userarea;the kernel areais protectedby the memorymanagement
hardware.

The x-kernel is symmetricin the sensethat a processexecutingin usermodeis allowedto change
to kernel mode(this correspondsto a systemcall) and a processexecutingin kernel modeis allowed
to invoke a user-level procedure(this is an upcall [10]). When a userprocessinvokesa kernel system
call, a hardwaretrapoccurs,causingtheprocessto startexecutingin thekernelareaandusingits kernel
stack. When a kernel processinvokesa user-level procedure,it first executesa preambleroutine that
setsup an initial activationrecordin the userstack,pushestheargumentsto theprocedureonto theuser
stack,and startsusing the userstack; i.e., changesits stackpointer. Becausethere is a dangerof the
userprocedurenot returning(e.g., an infinite loop), the kernel limits the numberof outstandingupcalls
to eachuseraddressspace.

On top of this foundation,the x-kernelprovidesa setof supportroutinesthatareusedto implement
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commonprotocoltasks.In doingso, thearchitectureis ableto accommodatea wide varietyof protocols
while performingcompetitivelywith adhoc implementationsin lessstructuredenvironments.This paper
describesthe x-kernel’s architecture,evaluatesits performance,and reportsour experiencesusing the
x-kernel to implementa large bodyof protocols.

2 Architecture

The x-kernel views a protocol as a specificationof a communicationabstractionthroughwhich a col-
lection of participantsexchangea setof messages. Beyondthis simplemodel, the x-kernel makesfew
assumptionsaboutthesemanticsof protocols.In particular, a giveninstanceof a communicationabstrac-
tion may be implicitly or explicitly established;the communicationabstractionmay or may not make
guaranteesaboutthereliabledeliveryof messages;theexchangeof messagesthroughthecommunication
abstractionmay be synchronousor asynchronous;an arbitrary numberof participantsmay be involved
in the communication;andmessagesmay rangefrom fixed sizeddatablocksto streamsof bytes.

The x-kernel providesthreeprimitive communicationobjectsto supportthis model: protocols, ses-
sions, andmessages. We classify theseobjectsas to whetherthey arestaticor dynamic,andpassiveor
active. Protocolobjectsareboth staticandpassive.Eachprotocolobjectcorrespondsto a conventional
networkprotocol—e.g.,IP [27], UDP [25], TCP [34], Psync[22]—wherethe relationshipsbetweenpro-
tocols are definedat the time a kernel is configured.1 Sessionobjectsare also passive,but they are
dynamically created. Intuitively, a sessionobject is an instanceof a protocol object that containsa
“protocol interpreter” andthedatastructuresthat representthe local stateof some“network connection”.
Messagesare activeobjectsthat move throughthe sessionandprotocolobjectsin the kernel. The data
containedin a messageobjectcorrespondsto oneor moreprotocolheadersanduserdata.

Figure 1(a) illustratesa suite of protocolsthat might be configuredinto a given instanceof the x-
kernel. Figure 1(b) gives a schematicoverview of the x-kernel objectscorrespondingto the suite of
protocolsin (a); protocol objectsare depictedas rectangles,the sessionobjectsassociatedwith each
protocolobjectaredepictedascircles,anda messageis depictedasa “thread” that visits a sequenceof
protocolandsessionobjectsas it movesthroughthe kernel.

Therestof this sectionsketchesthex-kernel’s underlyingprocessandmemorymanagementfacilities
anddescribesprotocol,session,andmessageobjectsin moredetail. We describethe x-kernel’s architec-
ture only in sufficient detail to understandhow the abstractionsand the implementationinfluenceeach
other. Towardthis end,we only definethekey operationson protocols,sessionsandmessages.Also, we
give both an intuitive specificationfor the objectsandan overviewof how the objectsare implemented
in the underlyingsystem.

2.1 Underlying Facilities

At the lowest level, the x-kernel supportsmultiple addressspaces,eachof which containsone or more
light-weight processes.An addressspacecontainsa userarea,a kernel area,and a stackarea. All the

1Whenthedistinctionis importantto thediscussion,we usethe term “protocol object” to refer to thespecificx-kernelentity
andwe usethe term “network protocol” to refer to the generalconcept.
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to connection-less,synchronousto asynchronous,reliable to unreliable, stream-orientedto message-
oriented,andsoon. For example,to accommodatedifferencesin differentprotocollayers,BerkeleyUnix
definesthree different interfaces: driver/protocol,protocol/socket,and socket/application.As another
example,SystemV addedmultiplexorsto streamsto accommodatethecomplexityof networkprotocols.

Not all operatingsystemsprovide explicit support for implementingnetwork protocols. At one
extreme,systemslike the V-kernel [8] mandatea particularprotocol or protocol suite. Becausesuch
operatingsystemssupportonly a fixed set of protocolsthat are known a priori , the protocolscan be
embeddedin the kernel without beingencapsulatedwithin a generalprotocolabstraction.At the other
extreme,systemssuchas Mach [1] move responsibility for implementingprotocolsout of the kernel.
Suchsystemsview eachprotocol as an applicationthat is implementedon top of the kernel; i.e., they
provideno protocol-specificinfrastructure.

In additionto definingtheabstractobjectsthatmakeup anoperatingsystem,onemustorganizethose
objectsinto a coherentsystemthat supportsthe necessaryinteractionbetweenobjects.More concretely,
onemustmapthe abstractionsonto processesandprocedures.Onewell-establisheddesigntechniqueis
to arrangethe objectsin a functionalhierarchy[11]. Sucha structureextendsnicely to communication
objectsbecauseprotocolsarealreadydefinedin termsof multiple layers. It hasbeenobserved,however,
that the cost of communicationbetweenlevels in the hierarchystrongly influencesthe performanceof
the system[13]. It is thereforearguedthatwhile the designof an operatingsystemmay be hierarchical,
performanceconcernsoften dictatethat the implementationis not.

More recentstudieshavefocusedon how thestructureof operatingsystemsinfluencesthe implemen-
tation of protocols[9, 10]. Thesestudiespoint out that encapsulatingeachprotocol layer in a process
leadsto an inefficient implementationbecauseof the large overheadinvolved in communicationand
synchronizationbetweenlayers.Theyalsosuggestanorganizationthatgroupsmodulesinto vertical and
horizontaltasks,wheremoduleswithin a vertical task interactby procedurecall and moduleswithin a
horizontal task interactusing someprocesssynchronizationmechanism.Moreover, allowing modules
within a vertical taskto call bothlower-level andhigher-level modulesis well-suitedto thebi-directional
natureof networkcommunication.

While the way protocol modulesare mappedonto proceduresand processesclearly impacts the
performanceof protocol implementations, studiesalsoshowthat protocolperformanceis influencedby
severaladditionalfactors,including the size of eachprotocol’s packet,the flow control algorithmused
by the protocol, the underlyingbuffer managementscheme,the overheadinvolved in parsingheaders,
and varioushardwarelimitations [36, 16, 5]. In addition to suggestingguidelinesfor designingnew
protocolsandproposinghardwaredesignsthatsupportefficient implementations, thesestudiesalsomake
the point that providing the right primitives in the operatingsystemplays a major role in being able
to implementprotocolsefficiently. An importantexampleof suchoperatingsystemsupportis a buffer
managementschemethatallowsprotocolimplementationsto avoidunnecessarydatacopying. In general,
it is desirableto recognizetaskscommonto many protocols,and to provide efficient supportroutines
that canbe appliedto thosetasks.

Thenovelaspectof thex-kernel is that it fully integratesthesethreeingredients:it definesa uniform
set of abstractionsfor encapsulatingprotocols, it structuresthe abstractionsin a way that makesthe
most commonpatternsof interactionefficient, and it supportsprimitive routines that are applied to
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This paperdescribesa new operatingsystemkernel, called the x-kernel, that providesan
explicit architecturefor constructingand composingnetwork protocols. Our experience
implementing and evaluatingseveralprotocolsin the x-kernel showsthat this architecture
is both generalenoughto accommodatea wide rangeof protocols,yet efficient enoughto
performcompetitivelywith lessstructuredoperatingsystems.

1 Introduction

Networksoftwareis at theheartof anydistributedsystem.It managesthecommunicationhardwarethat
connectsthe processorsin the systemand it definesabstractionsthroughwhich processesrunning on
thoseprocessorsexchangemessages.Network softwareis extremelycomplex: it musthide the details
of theunderlyinghardware,recoverfrom transmissionfailures,ensurethatmessagesaredeliveredto the
applicationprocessesin the appropriateorder, andmanagethe encodinganddecodingof data. To help
managethis complexity, networksoftwareis divided into multiple layers—commonlycalledprotocols—
eachof which is responsiblefor someaspectof the communication.Typically, a system’s protocolsare
implementedin the operatingsystemkernelon eachprocessor.

Thispaperdescribesa newoperatingsystemkernel—calledthex-kernel—thatis designedto facilitate
the implementationof efficient communicationprotocols. The x-kernel runs on Sun3workstations,is
configurable,supportsmultipleaddressspacesandlight-weightprocesses,andprovidesanarchitecturefor
implementingandcomposingnetworkprotocols.Wehaveusedthex-kernelasavehiclefor experimenting
with the decompositionof large protocolsinto primitive building block pieces[15], asa workbenchfor
designingandevaluatingnew protocols[22], andasa platform for accessingheterogeneouscollections
of networkservices[23].

Many operatingsystemssupportabstractionsfor encapsulatingprotocols;examplesincludeBerkeley
Unix sockets[17] andSystemV Unix streams[28]. Suchabstractionsare usefulbecausethey provide
a commoninterfaceto a collection of dissimilar protocols,therebysimplifying the task of composing
protocols.Definingtruly generalabstractionsis difficult becauseprotocolsrangefrom connection-oriented
�
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