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One could also amgue that user code is easierto debugthan is kernel code, and this would be
true. To getaroundthis problem,we havebuilt an x-kernel simulatorthat runson top of Unix. Protocol
implementorsareableto codeanddebugtheir protocolsin the simulator andthenmovethem,unchanged,
to the stand-alonéernel.

The key shortcomingof our approachis that becauseall protocolsrun in the kernel addressspace,
thereis no protectionbetweerprotocols. It is notour intent, however thatarbitrary protocolsbe allowed
to executeinside the kernel. There mustbe a policy by which protocolsare testedand approvedfor
inclusionin thekernel. It is alsothe casethatthe x-kernelwasdesignedor useon personalworkstations.
In suchan environment;t is not unreasonabléo let usersrun new protocolsin the kernel at their own
risk.

6 Conclusions

The major conclusionof this work is that it is possibleto build an operatingsystemarchitecturefor
implementingprotocolsthat is both generaland efficient. Specifically we have demonstratedhat the
communicatiorabstractiongprovidedby the x-kernel are generalenoughto accommodat@ wide range
of protocols,yet protocolsimplementedisingthoseabstractionperformaswell as,andsometimedbetter
than, their counterparimplementationsn lessstructuredenvironments.

Our experiencesuggestshatthe explicit structureprovidedby the x-kernelhasthe following advan-
tages.First, the architecturesimplifiesthe processof implementingprotocolsin the kernel. This makesit
easierto build andtestnew protocols. It alsomakesit possibleto implementa variety of RPC protocols
in the kernel, therebyproviding userswith efficient accesgo a wider collection of resources.Second,
the uniformity of the interfacebetweenprotocolsavoidsthe significantcostof changingabstractionand
makesprotocol performancepredictable. This feature makesthe x-kernel conduciveto experimenting
with new protocols. It also makesit possibleto build complexprotocolsby composinga collection of
single-functionprotocols. Third, it is possibleto write efficient protocolsby tuning the underlyingarchi-
tectureratherthan heavily optimizing protocolsthemselvesAgain, this facilitatesthe implementatiorof
both experimentabnd establishegrotocols.

In additionto using the x-kernel as a vehicle for doing protocol researchand as a foundationfor
building distributedsystemswe plan to extendthe architectureo accommodatealternativeinterfacesto
objects. Specifically we haveobserved large classof objectsthatappearto be protocols‘on thebottom”
but provide a completelydifferentinterfaceto their clients. For example,a networkfile systemsuchas
Sun’s NFS usesthe servicesof multiple protocolssuchasRPCandUDP, but providesthe traditionalfile
systeminterface—e.g.open, close, read, write, seek—to its clients. Our extensiongake the form of a
type systentfor objectsthatmay be configurednto the kernelandadditionaltoolsto supportentitiesother
than communicationprotocols. Finally, we are in the processof porting the x-kernelto new hardware
platforms.
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First, considera synchronousendin which the sendeiis blockeduntil an acknowledgmenor reply
messagés receivedfrom the receiver The proceser messaggaradigmfacilitatessynchronousends
in a straightforwardmanner:after calling a sessiorobject’s push operation the sendets threadof control
blocksona semaphoreWhenthe sessiorobjecteventuallyreceivesanacknowledgmentr reply message
via its pop operationthe processassociateavith the reply messageignalsthe sendets processthereby
allowing it to return. In contrastthe procesger protocolparadigmdoesnot directly supportsynchronous
sends.Instead,the sendingprocessasynchronouslgendsthe messageand then explicitly blocksitself.
While a userprocesscan afford to block itself, a processthat implementsa protocol cannot;it hasto
processhe othermessagesentto the protocol. The protocolprocessnustspawnanothermprocesgo wait
for the reply, but this meansa synchronougprotocol mustsimulatethe processper messageyaradigm.
Thus, the programmeltis forcedto “step outside”the streammodelto implementan RPC protocol.

Secondconsiderthe extentto which the two paradigmgestrictthe receiptof messageghatis, how
easily can variousdisciplinesfor managingthe orderin which messagesire receivedbe representedn
the two paradigms.To illustrate the point, considerthe guaranteegachof the following three protocols
makeaboutthe orderin which messageare delivered: UDP makesno guarantees] CP ensuresa total
(linear) orderingof messagesand Psyncpreservesonly a partial orderingamongmessagesln the case
of the processer protocolparadigm the queueof messagefrom which eachprotocolretrievesits next
messagémplicitly enforcesa linear orderingon messageslt is thereforewell suitedfor TCPE, but overly
restrictivefor protocolslike UDP and Psync.In contrastbecauserbitrarily manyprocessegmessages)
might call a protocol objects demux operationor a sessionobjects pop operation,the processper
messag@aradigmenforcesno orderon the receiptof messagesandasa consequencajoesnot restrict
the behaviorof protocolslike UDP.

It is, of course possibleto enforceany orderingpoliy by usingothersynchronizatioomechanismsuch
assemaphoreskor example the x-kernelimplementatiorof TCP treatsthe adjacenthigh-levelprotocol
object as a critical section;i.e., it protectsthe demux operationwith a mutual exclusionsemaphore.
This enforcesa total ordering on the messagest passesto the adjacenthigh-level protocol object.
As a secondexample the implementatiorof Psyncin the x-kernel permitsmultiple—butnot arbitrarily
many—outstandigcallsto the adjacenhigh-levelprotocol’s demux operation.In general our experience
suggestshatthe procesper messag@aradigmpermitsmore parallelism,andasa consequencas better
suitedfor a multiprocessoarchitecture.

54 Kernel Implementation

An importantdesignchoice of the x-kernel is that the entire communicationsystemis embeddedn

the kernel. In contrast,operatingsystemswith minimal kernels—e.g.Mach [1] and Taos[33—put
the communicationsystemin a useraddressspace. One argumentoften madein favor of minimalist
kernelsis that they lead to a clean modular design, thereby making it easierto modify and change
subsystems Clearly, the x-kernel is able to gain the sameadvantage.In effect, the x-kernel’s object-
orientedinfrastructurdormsthe“kernel” of the systemwith individual protocolsconfiguredin asneeded.
The entire systemjust happengo run in privileged mode,with the very significantadvantageof being
more efficient.
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of TCP in the x-kernelwould be asefficient asthe Unix implementation.

5.2 Protocol Composition

A secondissueinvolves how the kernels communicationobjectsare composedo form pathsthrough
the kernel. Protocoland sessiorobjectsare composedat threedifferenttimes. Initially, protocol objects
are statically composedw~hen the kernelis configured. For example, TCP is given a capability for 1P
at configurationtime. At the time the kernel is booted, each protocol runs someinitialization code
that invokesopen enable on eachlow-level protocol from which it is willing to receivemessagesFor
example,IP and ARP invoke the ethernets open enable, TCP and UDP invoke IP’s open enable, and
soon. Finally, at runtime, an active entity suchas an applicationprograminvokesthe open operation
on someprotocol object. The open operation,in turn, usesthe given participantsetto determinewhich
lower-level protocolit shouldopen. For example whenan applicationprocessopensa TCP sessionit is
the TCP protocolobjectthat decidesto openan IP session.n otherwords, protocoland sessiorobjects
arerecursivelycomposedat run time in the x-kernel.

This schemehastwo advantagesFirst, a kernel canbe configuredwith only thoseprotocolsneeded
by the application. For example,we have built an “Emerald-kernel”that containsonly thoseprotocols
neededto supportEmeraldprograms.In contrast,many kernelsare implementedn a way that makes
it very difficult to configurein (out) individual protocols. Such systemsoften implement“optional”
protocolsoutsidethe kernel, and as illustrated by Sun RPC, theseprotocolsare less efficient than if
they had beenimplementedin the kernel. Second,protocolsare not statically bound to each other
at configurationtime. As demonstratectlsewhere the architecturemakesit possibleto dynamically
composeprotocols[15].

5.3 Processper Message

A key aspecbf thex-kernel's designis thatprocesseare associateavith messagesatherthanprotocols.
The procesgper messagearadigmhasthe advantageof makingit possibleto deliver a messagdrom a
userprocesgo a network device (and vise versa)with no contextswitches. This paradigmseemswell
suitedfor a multiprocessoarchitecture.ln contrastthe proceser protocolparadigminsertsa message
gueuebetweenreachprotocolandrequiresa contextswitch at eachlevel. While it hasbeendemonstrated
by SystemV Unix that it is possibleto implementthe processper protocol paradigmefficiently on
a uniprocessqf it seemslikely that a multiprocessowould haveto implementa real context switch
betweeneachprotocollevel.

Furthermorethereis the issueof whetherthe procesgper messager processer protocolparadigm
is more convenientfor programmingprotocols[3]. While the two paradigmsare dualsof eachother—
eachcanbe simulatedin the other—our experiencéllustratestwo, somewhasubtle,advantagesvith the
processper messaggaradigm.

’SystemV multiplexesa single Unix processover a setof streammodules.Sendinga messagdérom onemoduleto another
via a messaggueuerequirestwo procedurecallsin the bestcase:oneto seeif the messaggueueis emptyandoneto invoke
the nextmodule.
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5.1 Explicit Structure

One of the mostimportantfeaturesof the x-kernelis that it definesan explicit structurefor protocols.
Considertwo specificaspectof this structure. First, the x-kernel partitionseachnetwork protocolinto
two disjoint components:the protocol object switchesmessageso the right sessionand the session
object implementsthe protocols interpreter While this separationimplicitly existsin less structured
systems,explicitly embeddingthe partition into the systemmakesprotocol code easierto write and
understand. This is becauset forces the protocol implementorto distingush betweenprotocol-wide
issuesand connection-dependeigsues.Second the x-kernel supportsbuffer, map,andeventmanagers
that are usedby all protocols. Similar supportin other systemsis often ad hoc. For example,each
protocolis responsibldor providing its own mechanisnfor managingds in Unix.

Our experienceis that the explicit structureprovided by the x-kernel hastwo advantages.First,
efficient protocolimplementationganbe achievedwithout a significantoptimizationeffort. For example,
the performancenumberspresentedn Section4 correspondo protocolimplementationghat have not
beenheavilyoptimized. It wasnot necessaryo do fine-grainedoptimizationsof eachprotocolbecausé¢he
architecturdtself is so highly tuned. Instead ,oneonly appliesa smallcollectionof high-level“efficiency
rules”, suchasalwaysto cacheopensessionsnot touchthe headerany morethannecessarypre-allocate
headerspptimize for the commoncase,and nevercopy data. Our experiences that theserules apply
uniformly acrossall protocols. Of course,no amountof operatingsystemoptimizationscan compensate
for poorimplementatiorstrategiesg.g.,a poorly tunedtimeoutstrategy

Secondpy makingthestructureexplicit, we havebeenableto maketheinterfaceto protocolsuniform.
This hasthe desirableeffect of making performancepredictablewhich is a necessaryeaturewhenone
is designingnew protocols. For example by knowing the costof individual protocollayers,oneis able
to predictthe costof composinghoseprotocols.As illustratedby BerkeleyUnix, “predictability” is not
a universalcharacteristic.

The potentialdown side of this additional structureis that it degradegprotocol performance. Our
experienceis that the most critical factor is the extentto which the x-kernel’s architecturelimits a
given protocol’s ability to accesdnformationaboutotherprotocolsthatit needsto makedecisions.For
example,in order to avoid re-fragmentationof the packetsit sendsvia IP, TCP needsto know the
maximumtransmissiorof the underlyingnetworkprotocol,in our case the ethernet.Whereasan ad hoc
implementatiorof TCP mightlearnthisinformationby lookingin someglobaldatastructure the x-kernel
implementatioris able to learn the sameinformationby invoking a control operationon IP. While one
might guessthat an unweildy numberof different control operationswould be necessaryto accessall
the information protocolsneed,our experiences that a relatively small numberof control operationss
sufficient; i.e., on the order of a dozen.By usingthesecontrol operationsprotocolsimplementedn the
x-kernelare ableto gainthe sameadvantageavailableto ad hoc implementatios.

Also, it is worth notingthat TCP is the worst protocolwe’ve encountere@t dependingon information
from other protocols—notonly doesit dependon informationfrom other protocols,but it alsodepends
on their headers—anevenit suffers at mosta 10% performancepenalty for using control operations
ratherthandirectly readingsharedmemory Futhermorethis 10% penaltyis inflatedby the fact thatwe
retrofittedthe Unix implementatiorof TCPinto the x-kernel. We believea “from scratch”implementation
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4.3 Comparisonswith Sprite

The third setof experimentsnvolve comparingthe x-kernelto the Sprite operatingsystem.Comparing
the x-kernel to Sprite is interestingbecausejike other recentexperimentalsystems[7, 35], Sprite is
optimizedto supporta particular RPC protocol. Specifically Sprite implementsan RPC protocol that
supportsat mostonce semantic§37]. We comparedan implementatio of Sprite RPC in the x-kernel
with a nativeimplementatiorwhoseperformancevasalsomeasureadn a Sun3/75°8 Both versionswere
compiledusingthe standardSun C compiler The latencyandthroughputresultsare presentedn Table
VI

x-Kernel Sprite \

Latency(msec) 2.19 2.60 |
Throughput(k-bytes/sec) 858 700
Incrementalmsec/1k-bytes) 1.20 1.20

TableVI: Latencyand Throughput

The key observations that Sprite RPC performsjust aswell in the x-kernelasit doesin the Sprite
kernel, and this performances competitivewith other fast RPC implementationg29]. Being able to
implementa protocolin the x-kernelthatis asefficientasanimplementationn a kernelthatwasdesigned
aroundthe protocol further substantiatesur claim that the x-kernel’s architecturedoesnot negatively
impactprotocol performance.

5 Experience

To date,we haveimplementeda large body of protocolsin the x-kernel, including:

¢ Application-levelprotocols: SunNFS [31], TFTP[30], DNS [19], the run time supportsystemfor
the Emeraldprogrammindanguagethe run time supportsystenfor the SR programmindanguage

[2].
Interprocessommunicatiorprotocols: UDP, TCR, Psync,VMTP [6], SunRPC, Sprite RPC;

Network protocols:IP;
¢ Auxiliary protocols:ARP [24], ICMP [2€];

¢ Deviceprotocols: ethernetdrivers, displaydrivers, serial line drivers.

Generallyspeaking,our experienceamplementingprotocolsin the x-kernel hasbeenvery positive. By
taking over much of the “bookkeeping”responsibility the kernel freesthe programmerto concentrate
on the communicationfunction being provided by the protocol. This sectionreportsour experience
implementingprotocolsin the x-kernelin more detail. Note that becauseSystemV streamsare similar
to the x-kernelin manyways, this sectionalsodrawsdirect comparisondetweenthe two systems.

5The 2.6 mseclatencyreportedfor Spriteis computedby subtracting0.2 msecfrom the reportedtime of 2.8 msec. The
reportedtime includeda crash/recovemonitor not implementedn the x-kernelversion.
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connectionsUp to this point all of the experimentdhavebeenrun with a single UDP port openat each
host. (The sameis true for the TCP experiments.jThus,UDP’s demux operation(andthe corresponding
codein Unix) hada trivial decisionto make: therewasonly one sessionsocket)to passthe messagéo.
As illustratedby the graph,the x-kernel exhibits constantperformanceasthe numberof portsincreases,
while Unix exhibits linear performance. The reasonfor this is simple: the x-kernels map manager
implementsa hashtable, while Unix UDP maintainsa linear list of openports. The importantpoint is
thatundertypical loads(approximately40 openports)Unix incursa 10% performancepenaltyfor using
the “wrong” mechanisnfor managingdentifiers.

424 Summary

In summarythis setof experimentsupporithe following conclusions First, the x-kernelis significantly
fasterthanUnix whenmeasuredt a course-grairlevel. Secondthe costof the Unix socketinterfaceis
the leadingreasonwhy userto-userperformances significantlyworsein Unix thanit is in the x-kernel.
Third, the performanceof individual protocolsin the two systems—whermontrolling for differencesn
implementatioritechniqgues—areomparable.This supportour claim thatthe x-kernels’architecturedoes
not negativelyimpact protocol performance. Fourth, the additional structureprovided by the x-kernel
hasthe potentialto drasticallyimprove protocol performance as illustratedby our implementationof
SunRPC. Finally, the x-kernel’s underlyingsupportroutinesperform betterthantheir Unix counterparts
underincreasedoad.
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costin Unix variessignificantly In particular the Unix curve canbe dividedinto four distinctparts: (1)
the incrementalcost of going from 200 bytesto 500 bytesis 0.57 msecper 100 bytes; (2) the cost of
sending600 bytesis over 1 mseclessthan the costof sending500 bytes; (3) the incrementalcost of
sending600 to 1000 bytesis 0.25 msecper 100 bytes(sameas the x-kernel); and (4) the incremental
costof sendingbetween1100 and1400bytesis again0.57 msecper 100 bytes.

Thereasorfor thiswide differenceof behavioris thatUnix doesnot providea uniform message/boér
managemensystem.Instead,it is the responsibilityof eachprotocolto represent messageasa linked
list of two differentstorageunits: mbufswhich hold up to 118 bytesof dataandpageswhich hold up to
1024 bytesof data[18]. Thus,the differencebetweenthe four partsof the Unix curve canbe explained
asfollows: (1) a new mbuf is allocatedfor each118 bytes(i.e., 0.57msec/2= 0.28mseds the cost of
usingan mbuf); (2) a pageis allocatedwhenthe messagaizereache$12 bytes(half a page);(3) therest
of the pageis filled without the needto allocateadditionalmemory;and (4) additionalmbufs are used.
Thus,the differencein the costof sending500 bytesand 600 bytesin Unix concretelydemonstratethe
performancepenaltyinvolvedin usingthe “wrong” buffer managemenstrategy;in this case the penalty
is 14%. Perhapgust asimportantasthis quantitativeimpactis the “qualitative” differencebetweenthe
buffer managemenschemeoffered by the two systems:someonehadto think aboutandwrite the data
buffering codethatresultsin the Unix performancecurve.

SecondFigure6 givesthe performanceof the x-kernelandUnix asa function of the numberof open
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time canbe attributedto to the overheadof socketshemselvesin contrast,0.55 msecof the 0.61 msec
of the interfacecostfor the x-kernelis associatedvith the costof crossingthe user/kerneboundary;it

costsonly 50 usecto createaninitial messagéuffer thatholdsthe messageNote thatthis 50 pseccost
is not repeatedetweenprotocolswithin the kernel.

4.2.2 User-to-User Throughput

We alsomeasurediserto-userthroughputof UDP and TCP. TableV summarizesheresults.In the case
of UDP, we senta 16k-byte messagdrom the sourceprocessto the destinationprocessand a 1-byte
messagen reply. This testwas run usingthe UDP-IP-ETH protocol stack. To make the experiment
fair, the x-kernel adoptsthe Unix IP fragmentationstrategyof breakinglarge messagesnto 1k-byte
datagramsge.g., sendinga 16k-byte user messagdanvolves transmittingsixteenethernetpackets. By

sendingthe maximum number of bytes (1500) in each ethernetpacket, we are able to improve the
x-kerneluserto-userthroughputto 604 kilobytes/sec.

Protocol x-Kernel Unix
(k-bytes/sec) | (k-bytes/sec)
UDP 528 391
TCP 417 303

TableV: Throughput

In the caseof TCP, we measuredhe time necessaryo send1M-byte from a sourceprocessto a
destinationprocess. The sourceprocesssendsthe 1M-byte by writing 1024 1k-byte messageso TCP.
Similarly, the destinatiorprocesgeadslk-byteblocks. In both casesTCP wasconfiguredwith a 4k-byte
sendingand receivingwindow size, effectively resultingin stop-and-waitbehavior This explainswhy
the TCP throughputfor both systemss lessthanthe UDP throughputwhich effectively usesthe blast
algorithm. Finally, asin the UDP experimentthe datais actuallytransmittedn 1k-byte IP packets.

In the caseof both Unix and the x-kernel, the userdatais copiedacrossthe user/kerneboundary
twice—onceon the sendinghostand once on the receivinghost. We have also experimentedvith an
implementationof the x-kernel that usespageremappinginsteadof datacopying. Remapingis fairly
simpleon the sendinghost, but difficult on thereceivinghostbecausehe datacontainedn theincoming
fragmentsmust be caughtin consecutivebuffers that begin on a pageboundary A companionpaper
describeshow this is donein the x-kernel[20].

4.2.3 Support Routines

In additionto evaluatingthe performanceof the architectureasa whole, we alsoquantify the impactthe
underlyingsupportroutineshave on protocol performance.Specifically we are interestedn seeingthe
relative differencebetweenthe way messageandidentifiersare managedn the x-kerneland Unix.
First, Figure5 showsthe performanceof UDP the x-kernelandUnix for messageizesrangingfrom
1 byte to 1400bytes;i.e., the UDP messagdits in a singleIP datagram.lt is interestingto notethatthe
incrementalcost of sending100 bytesin the x-kernelis consistently0.25 msec,while the incremental
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messageto the appropriateport. Thereis no room for variationin the implementatiorstrategyadopted
by the x-kernel and Unix implementatios. As a consequencethe incrementalcost of UDP is a fair
representatiorof the minimal cost of a baseprotocolin the two systems? While it is possiblethat
the 140 usec differencebetweenthe two implementationscan be attributedto coding techniquesthe
protocolis simple enoughand the Unix implementatiormatureenoughthat we attributethe difference
to the underlyingarchitecture.

TCP is a complexprotocolwhoseimplementatiorcan vary significantly from systemto system.To
controlfor this, we directly portedthe Unix implementatiorto the x-kernel. Thus,the differencebetween
theincrementatostof TCPin thetwo systemgjuantifieghe penaltyfor coercinga complexprotocolinto
the x-kernel’s architecture.Our experimentgjuantify this penaltyto be 110 usec,or lessthan 10%. We
attributethis differenceto TCP’s dependencynthelP header Specifically TCP usedP’s lengthfield and
it computesa checksunover boththe TCP messagendthe IP header Whereasthe x-kernel maintains
a strong separatiorbetweenprotocolsby forcing TCP to query IP for the necessarynformationusing
a control operation the Unix implementatiorgainssomeefficiency by directly accessinghe IP header;
i.e., it violatesthe boundarybetweenthe two protocols. While one could argue thatthe rigid separation
of protocolsenforcedby the x-kernel’s architectureis overly restrictive, we believe the more accurate
conclusionto draw from this experimentis that protocol specificationsshould eliminate unnecessary
dependenciesn other protocols. In this particularcase,having TCP dependon informationin the IP
headerdoesnot contributeto the efficiency of TCP; it is only an artifact of TCP and IP beingdesigned
in conjunctionwith eachother

RPC is alsoa complexprotocol, but insteadof porting the Unix implementatia into the x-kernel,
we implementedRPC in the x-kernel from scratch. Thus, comparingthe incrementalcost of RPC in
the two systemsprovidesa handleon the potentialadvantage®f implementirg a complexprotocolin
a highly structuredsystem. Becausethis experimentwas much less controlledthan the other two, we
are only able to draw the following weaker conclusions. First, becausethe x-kernel implementation
is in the kernel ratherthan userspace,it is able to take advantageof kernel supportnot availableto
userbasedmplementationsFor example the kernel-basedmplementatioris ableto avoid unnecessary
datacopyingby usingthe kernel’s buffer manager While this makesthe comparisorsomewhatnfair, it
is importantto noteit is the structureprovidedby the x-kernelthatmakesit possibleto implementa new
protocollike RPCto thekernel. In contrastjmplementingRPCin the Unix kernelwould beamuchmore
difficult task. Secondthe x-kernelimplementatioris dramaticallycleanerthanthe Unix implementation.
Although difficult to quantify, our experiencesuggestghat the additional structureprovided by the x-
kernelled to this more efficient implementation.We do not believe, however that our experiencewith
RPC s universallyapplicable.For example,it is doubtful thata “from scratch”implementatiorof TCP
in the x-kernelwould be significantly more efficient thanthe Unix implementation.

Finally, it is clearthat the Unix socketabstractioris both expensiveand non-uniform. Socketswere
initially designedas an interfaceto TCP; coercingUDP and IP into the socketabstractioninvolves
additionalcost. Furthermore jndependentneasurementsf the time it takesto enterand exit the Unix
kernelandthetime it takesto do a contextswitchin Unix indicatethatroughly 2/3 of the Unix interface

5By “base” protocolwe meanthe simplestprotocol that doesany real work. One could imaginea simpler “null” protocol
that passesnessagethroughunchangd
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Furthermorethe measurementsighlightaninterestinganomalyin Unix: it costsmoreto senda message
usingthe IP-ETH protocolstackthanit doesusingthe UDP-IP-ETH protocolstack. We refer to this as
the costof changingabstractions That is, the socketabstractionis tailoredto provide an interfaceto
transportprotocolsike UDP and TCP;thereis anaddedcostfor usingsocketsasaninterfaceto anetwork
protocollike IP.# Our experiencewith Unix also suggestghat the 4.87 msecroundtrip delay for ETH
is inflated by a significantabstractiorchangingpenalty In particular becauseve hadto usethe System
V streamamechanismavailablein SunOSto directly accesghe ethernet—buSunOSusesthe Berkeley
Unix representatiorior messagednternally—eachmessagéehad to be translatedbetweenits Berkeley
Unix representatiomndits SystemV Unix representationNote that4.87 msecis not a fair measureof
ETH whenit is incorporatedn the otherprotocolstackswe measured—e.gl)DP-IP-ETH—becauséhe
streamabstractions not usedin thosecases.

The limitation of the precedingexperimentss thatthey are not fine-grainedenoughto indicatewhere
eachkernelis spendingits time. To correctfor this, we measuredhe incrementalcost for the three
end-to-endprotocols: UDP, TCP, andRPC. The resultsare presentedn TablelV.

In the caseof the x-kernel, the incrementalcost for eachprotocol is computedby subtractingthe
measuredatencyfor appropriatepairs of protocolstacks;e.g., TCP latencyin the x-kernelis given by
3.30msec- 1.89 msec= 1.41 msec.Thatis, crossingthe TCP protocolfour times—twiceoutgoingand
twice incoming—taked .41 msec.In the caseof Unix, we modifiedthe Unix kernelsothateachprotocol
would “reflect” incomingmessagebackto their sourceratherthanpassthemup to the appropriatehigher
level protocol. In doingthis, we effectively eliminatethe overheador enteringandexiting the kerneland
usingthe socketabstractionj.e., we measuredernel-to-kernelatencyratherthan userto-userlatency
The kernel-to-kernellatency is 2.90 msecfor IP, 3.15 msecfor UDP, and 4.20 msecfor TCP. These
numbersarein turn usedto computethe incrementalcostof UDP and TCP; e.g., TCP latencyin Unix
is given by 4.20 msec- 2.90 msec= 1.30 msec. We computethe incrementalcostof RPC in Unix by
subtractingthe UDP userto-userlatencyfrom the userto-userRPC latency

Finally, by subtractingthe kernel-to-kernellatency from the userto-userlatencyfor IP, UDP, and
TCP, we areableto determinethe costof the networkinterfaceto eachof theseprotocols.In the caseof
Unix, the costof the socketinterfaceto TCP is givenby 6.10msec- 4.20msec= 1 .90 msec. Thistime
includesthe costof crossingthe user/kerneboundaryand the overheadmposedby socketthemselves.
In the caseof the x-kernel, the differencebetweerkernel-to-kernelatencyanduserto-useratencyyields
a uniform 0.61 msecoverheador all protocolstacks.

Component | x-Kernel (msec) Unix (msec) \
UDP 0.11 0.25 |
TCP 141 1.30
RPC 2.00 3.84
Interface 0.61 1.90/2.25/2.75

TablelV: IncrementalCosts

UDP is a trivial protocol: it only addsand strips an 8-byte headerand demultiplexesincoming

4It is possiblethat this costis not intrinsic, but that the IP/socketinterfaceis lessoptimizedbecausét is usedlessoften.
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dominateperformance.

4.2 Comparisonswith Unix

The secondset of experimentsnvolve comparingthe x-kernel to Berkeley Unix. For the purposeof
this comparison,we measuredhe performanceof the DARPA Internet protocol suite—IR UDP, and
TCP—alongwith SUnRPC[32]. We usedSunOSReleaset.0.3,a variantof 4.3 BerkeleyUnix thathas
beentunedfor SunMicrosystemworkstations.SunOSrelease4.0.3alsoincludesSystemV streamshut
streamsaare not usedby the implementatiorof 1P, UDP, or TCP. They do, however providean interface
for directly accessinghe ethernetprotocol. The Unix timings were all madewhile executingin single
usermode;i.e., no otherjobswere running.

Our objectivein comparingthe x-kernelwith Unix is to quantify the impactthe x-kernelarchitecture
hason protocolperformance . Towardthis end,it is importantto keeptwo thingsin mind. First, although
the BerkeleyUnix socketabstractiorprovidesa uniform interfaceto a variety of protocols,this interface
is only usedbetweenuserprocessesndkernel protocols: (1) protocolswithin the kernelare not rigidly
structured,and (2) the socketinterfaceis easily separatedrom the underlying protocols. Thus, once
the costof the socketabstractionis accountedor, comparingthe implementatiorof a protocolin Unix
and the sameprotocol in the x-kernel providesa fair measureof the penalty imposedon protocols
by the x-kernel's architecture. Second,so as to eliminate the peculiaritiesof any given protocol, we
considerthree differentend-to-endprotocols: UDP, TCPR, and RPC. We believetheseprotocolsprovide
a representativesamplebecausehey rangefrom the extremelytrivial UDP protocolto the extremely
complexTCP protocol.

421 User-to-User Latency

Initially, we measuredatencybetweera pair of userprocessesxchangingdl-bytemessagessingdifferent
protocolstacks.The resultsarepresentedn Tablelll. Eachrow in thetableis labelledwith the protocol
stack being measured.In the x-kernel, all the protocolsare implementedn the kernel; only the user
processegxecutein userspace.In Unix, all the protocolsare implementedn the kernelexceptRPC.
Thus, in the caseof the RPC-UDP-IRETH protocol stack,the user/kerneboundaryis crossedbetween
the userandRPCin the x-kerneland betweenRPC and UDP in Unix.

ProtocolStack x-Kernel(msec) | Unix (msec) \
ETH 1.68 4.87

IP-ETH 1.89 5.62
UDP-IP-ETH 2.00 5.36

TCP-IP-ETH 3.30 6.10

RPC-UDP-IP-ETH 4.00 9.20 |

Tablelll: Userto-UserLatency

Although thesemeasurementprovide only a course-graircomparisonof the two systemsthey are
meaningfulin as much aswe are interestedn evaluatingeachsystems overall, integratedarchitecture.
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configuredwith the ethernetcontrollerin promiscuousnode. Second crossingthe user/kerneboundary
costs20usecin the userto-kerneldirectionand 254usecin the kernel-to-usedirection. The latteris an

orderof magnitudemoreexpensivebecausehereis no hardwareanalogof a systentrapthatcanbe used
to implementupcalls. Thus, for a pair of userprocesseso exchangegwo messagevolves crossing
the user/kerneboundarytwice in the downwarddirectionand twice in the upwarddirection, for a total

boundarypenaltyof 2 x 20usec + 2 x 254usec = 548usec. Third, the costof coercingprotocolsinto our

connection-basechodelis nominal: it costs26Qusecto openand closea null session.Moreover this

costcanusuallybe avoidedby cachingopensessions.

We next quantify the relative time spentin eachpart of the kernel by collecting profile dataon a
testrun that involved sendingand receiving 10,000 1-byte messagesising the UDP-IP-ETH protocol
stack. Table Il summarizeghe percentageof time spentin eachcomponent. The percentagesvere
computedby dividing the estimatediime spentin the procedureghat makeup eachcomponentoy the
differencebetweenthe total elapsedime andthe measureddle time. Thatis, the 21.8%associatedvith
the buffer managemeansthat 21.8% of the time the kernelwasdoing real work—i.e., not runningthe
idle process—itwas executingone of the buffer manageroutines. The timesreportedfor eachof the
protocols—ethernetP, and UDP— do notincludetime spentin the buffer or id managersn behalf of
thoseprotocols.

Component Percentage
Buffer Manager 21.8
Id Manager 1.8
Ethernet 43.7
P 9.8
UDP 2.8
InterfaceOverhead 5.3
BoundaryCrossing 5.9
ProcesdManagement 8.6
Other 0.3

Tablell: Percentagef Time Spentin eachComponent

As one would expect, given the simplicity of IP and UDP, the performanceis dominatedby the
time spentin the ethernetdriver manipulatingthe controller In addition, we makethe following four
observations. First, the time spentin the buffer manageris significant: over one fifth of the total.
Becausel-byte messagesvere being exchangedthis percentages independentf the costof copying
messagesicrossthe user/kernelboundary;it includesonly thoseoperationsnecessaryo add and strip
headers.Second,the 5.3% reportedfor the interfaceoverheadcorrespondgo the objectinfrastructure
imposedon top of the C procedureshatimplementprotocolsandsessionsThis percentagés bothsmall
and greatly over stated. In practice, this infrastructureis implementedby macros,but for the sake of
profiling, this functionality hadto be temporarilyelevatedto procedurestatus. Third, the percentageof
time spentcrossingthe user/kerneboundaryis alsofairly insignificant,but asthe messagsizeincreases,
so doesthis penalty Finally, the processmanagementomponent(8.6%) indicatesthat while the cost
of dispatchinga processto shepherdeachmessagehroughthe kernelis not negligible, neitherdoesit
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qtgp are held therefor reassemblynto IP datagrams.Completedatagramsare then passedup to pip’s

demux, which in turn popsthe messageénto the appropriatel CP sessiorbasedon the source/destination
t

portscontainedn the messageFinally, when st’csgfl is eventuallyclosed.,it in turn closessigp, andsoon.

4 Performance

This sectionreportson threesetsof experimentslesignedo evaluategheperformancef the x-kernel. The
first measureshe overheadf variouscomponent®f the x-kernel, the secondcompareghe performance
of the x-kernel to that of a productionoperatingsystem(Berkeley Unix) [17], and the third compares
the x-kernel to an experimentahetwork operatingsystem(Sprite) [21]. The purposeof the latter two
experimentss to quantifytheimpactthearchitecturenason protocolperformancdy comparingprotocols
implementedn the x-kernelwith protocolsimplementedn two lessstructuredenvironments.

Theexperimentsvereconductedn a pair of Sun3/75sconnectedy anisolatedlOMbsethernet.The
numberspresentedvere derivedthroughtwo levelsof aggregation Eachexperimeninvolved executing
somemechanisnil0,000times, and recordingthe elapsedime every 1,000 executions.The averageof
theseten elapsedtimes s reported. Although we do not report the standarddeviation of the various
experimentsthey were observedo be on the order of the clock granulatiry

Wheninterpretingthe resultspresentedn this section,it is importantto keepin mind that we are
interestedin quantifying how operatingsystemsinfluence protocol performance,not in raw protocol
performanceper se. Thereare manyimplementatiorstrategieghat can be employedindependenof the
operatingsystemin which a given protocolis implemented. It is also possiblethat coding techniques
differ from one implementationto another We attemptto control for thesestrategiesand techniques,
commentingon variationsin protocolimplementationsvhenappropriate.

41 Overhead

An initial setof experimentsneasurehe overheadn performingseveralperformance-criticabperations;
theresultsare presentedn Tablel.

Component Time (usec)
ContextSwitch 38
DispatchProcess 135
Open/CloseSession 260
Enter/ExitKernel 20
Enter/ExitUser 254
Copy 1024 Bytes 250

Tablel: Costof VariousSystemComponents

Threefactorsare of particularimportance.First, the overheadto dispatcha light-weight processo
shepherda messagehroughthe x-kernelis 135usecs.Dispatchinga shephergrocesscoststwo context
switchesand about50usecin additionaloverhead.This overheads small enough elativeto the rate at
which packetsaredeliveredby the ethernetthatthe x-kerneldropslessthanl in a million packetswhen

11



"c3,s3"

pudp

demux
open_done

e

pip

demux
open_done

Figure 4: ExampleProtocoland SessiorObjects

setconsistingof the invoking objects protocolnumber In practice,suchinvocationsoccur at boottime
asa resultof initialization codewithin eachprotocolobject.

Next, considerhow the sessionsvere created. Supposeé(‘csgfl is a TCP sessioncreatedby a client
processthatinitiatescommunication.Sessiorts%‘g'grl directly opensiP sessionsitgIO by invoking piy’s open
operation specifyingboththe sourceanddestinatioriP addressesSessiorsitgp, in turn, createsa template
headerfor all messagesentvia thatsessiorandsavest in its internalstate;it mayalsoopenoneor more

lower-level sessions.In contrast,supposesﬂg‘ﬁ)r3 is a UDP sessionindirectly createdby a serverprocess
that waits for communication.In this case,si“;p is createdby pip invoking pudp’s open.done operation
when a messagearrives at pjp’s demux operation. Se:ssionsi“gjp then invokes pygp's demux operation,
which in turn createssi57°.

Once establishedgither by a client asin the caseof s}gp and glggfl, or by a serverand a message
arriving from the networkasin the caseof sﬁ?p ands{ﬁ%‘r% theflow of messagethroughthe protocolsand
sessionss identical. For exampIe,Whenevers}{?perl hasa messagéo send,it invokessitgp’s push operation,
which attachesan IP headerand pusheghe messageo somelower-level session.Messageghat arrive
from the network are eventuallypassedip to pj,, which examinesthe headerand popsthe messagéeo

égp if the protocolnumberis “6” andthe sourcehostaddressnatcheshl. Messagepoppedo IP session
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3 Examples

A compositionof protocol and sessionobjectsform a path throughthe kernel that messagedgollow.
For example, consideran x-kernel configuredwith the suite of protocol objects given in Figure 3,
where EmeraldRTS is a protocol objectthat implementsthe run time supportsystemfor the Emerald
programminglanguage[4] and ETH is a protocol object that correspondgo the ethernetdriver. In
this scenariopnehigh-levelparticipant—arEmeraldobject—sends. messag¢o anotherEmeraldobject
identifiedwith Emeraldld eid. Thisidentifieris only meaningfulin the contextof protocolEmerald RTS.
Likewise,EmeraldRTSis knownasport2005in the contextof UDP, whichis in turn knownasprotocol17
in the contextof IP, andsoon. A setof protocolson a particularhostare known in the contextof that
host.

Emerald_RTS

ETH

Figure 3: ExampleSuite of Protocols

As a sessionat one level opensa sessiomat the next lower level, it identifiesitself and the peer(s)
with which it wantsto communicate Emerald RTS, for example,opensa UDP sessiorwith a participant
setidentifying itself with therelative addresgort2005 andits peerwith the absoluteaddresg port2005,
host192.12.69)5 Thus, a messagesentto a peer participantis pusheddown through severalsession
objectson the sourcehost, eachof which attachesheaderinformationthat facilitatesthe messagéeing
poppedup throughthe appropriatesetof sessionsand protocolson the destinatiorhost. In otherwords,
the headersattachedo the outgoingmessagepecifythe paththe messageshouldfollow whenit reaches
the destinatiomode. In this example the pathwould be denotedby the “path name”

eid@port2005@mtocoll7@. .

Intuitively, the sessiors push operationconstructghis pathnameby pushingparticipantidentifiersonto
the messageand the sessiors pop operationconsumegiecesof the pathnameby poppingparticipant
identifiersoff the message.

As a secondexample,considerthe collection of protocolsand sessiongepictedin Figure4. The
exampleconsistsof three protocols,denotedpicp, Pudp, and pip; IP sessioner{gp and q“;'p; TCP sessions
s{‘ggfl and sygng; andUDP sessiorsga’%? Eachedgein thefigure denotesa capabilityone objectpossess
for another wherethe edgelabelsdenoteparticipantidentifiersthat have beenboundto the capability

Initially, notethat pj, possessea capability(labelled“6”) for pip anda capability (labelled“17”) for

Pudp, €achthe resultof the higherlevel protocolinvoking pip's open_enable operationwith the participant
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Figure 2: RelationshipBetweenProtocolsand Sessions

generateshem)and flow downwardto a device. While flowing downward,a messageisits a seriesof
session¥ia their push operations.While flowing upward,a messagelternativelyvisits a protocol via
its demux operationandthena sessiorin that protocol’s classvia its pop operation.As a messageisits
a sessioron its way down, headersare added the messagenay fragmentinto multiple messagebjects,
or the messagamay suspendtself while waiting for a reply message.As a messagevisits a session
on the way up, headersare stripped,the messagenay suspendtself while waiting to reassemblénto a
larger messageor the messagenay serializeitself with sibling messagesThe dataportionof a message
is manipulated—e.g.headersattachedor stripped,fragmentscreatedor reassembled—usintie buffer
managementoutinesmentionedn Section2.1.

When an incoming messagarrives at the network/kernelboundary(i.e., the network device inter-
rupts),a kernelprocesds dispatchedo shephed it througha seriesof protocolandsessiorobjects;this
processeginsby invoking the lowest-levelprotocol’s demux operation.Shouldthe messageventually
reachthe user/kerneboundary the shepherdprocessdoesan upcall and continuesexecutingas a user
process. The kernel processis returnedto a pool and madeavailablefor re-usewheneverthe initial
protocol's demux operationreturnsor the messagesuspendstself in somesessiorobject. In the caseof
outgoingmessageghe userprocessloesa systemcall andbecomes kernel process.This procesghen
shepherdshe messagehroughthe kernel. Thus, whenthe messagaloesnot encountercontentionfor
resourcesijt is possibleto sendor receivea messagevith no processswitches. Finally, messageshat
are suspendedvithin somesessiorobject can later be re-activatedby a processcreatedasthe result of
atimer event.



In additionto creatingsessionseachprotocol also “switches” messageseceivedfrom the network
to oneof its sessionsvith a

demux(protocol, message)

operation.demux takesa messages an argument,and either passeshe messageo one of its sessions,
or createsa new session—usig the open done operation—andhenpasseshe messagédo it. In the case
of a protocollike IP, demux might also “route” the messagdo someother lower-level session. Each
protocolobject’s demux operationmakesthe decisionasto which sessiorshouldreceivethe messagdy
first extractingthe appropriateexternalid(s) from the messagea header It thenusesa map routine to
translatethe externalid(s) into eitheran internalid for one of its sessiongin which casedemux passes
the messageo that session)or into an internalid for somehigh-level protocol (in which casedemux
invokesthat protocol’s open done operationand passeshe messagéo the resultingsession).

For example,given the invocationsof open and open enable outlined above,q's demux operation
would first extractthe local port and remote port fields from the messageéheaderand attemptto map
the pair (local _port, remote port) into somesessionobjects. If successfuljt would passthe message
on to sessiors. If unsuccessfulg’s demux would nexttry to maplocal port into someprotocol object
p. If the map managersupportssucha binding, q's demux would theninvoke p's open done operation
with the participantset{local port, remote port}—yielding somesessiors'—andthenpassthe message
ontos.

2.3 Session Objects

A sessioris aninstanceof a protocolcreatedat runtimeasa resultof an open or anopen done operation.
Intuitively, a sessiorcorrespondso the end-pointof a networkconnectionj.e., it interpretsnessageand
maintainsstateinformation associatedvith a connection.For example, TCP sessiorobjectsimplement
the sliding window algorithmandassociatednessagéuffers, IP sessiorobjectsfragmentandreassemble
datagramsand Psyncsessiorobjectsmaintaincontextgraphs.UDP sessiorobjectsaretrivial; theyonly
add andstrip UDP headers.

Sessionsupporttwo primary operations:

push(session, message)
pop(session, message)

The first is invoked by a high-level sessionto passa messagelown to somelow-level session. The
secondis invoked by the demux operationof a protocolto passa messagaip to one of its sessions.
Figure2 schematicallydepictsa sessiondenoteds), thatis in protocolq's classandwascreated—either
directly via open or indirectly via open enable and open done—by protocolp. Dotted edgesmark the
patha messagéravelsfrom a userprocessdown to a network device and solid edgesmark the path a
messagéravelsfrom a network deviceup to a userprocess.

2.4 Message Objects

Conceptually messagesre active objects. They either arrive at the bottom of the kernel (i.e., at a
device)and flow upwardto a userprocess,or they arrive at the top of the kernel (i.e., a userprocess
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nameasanindexto find a pointerto the procedurethatimplementshe op for that object,and calls that
procedurewith the agumentsargs, . .. ,arg,. In certaincasesarg; is alsopassedo the procedure.This
is necessarwhenthe procedureneedsto know what objectit is currently operatingon.

2.2 Protocol Objects

Protocolobjectsservetwo major functions: they createsessiorobjectsand they demultiplexmessages
receivedfrom the networkto one of their sessionobjects. A protocol object supportsthree operations
for creatingsessiorobjects:

session = open(protocol, invoking protocol, participant set)
open enable(protocol, invoking protocol, participant set)
session = open done(protocol, invoking protocol, participant set)

Intuitively, a high-level protocolinvokesa low-level protocol's open operationto createa sessionthat
sessionis saidto bein the low-level protocols classand createdon behalf of the high-level protocol 2
Eachprotocolobjectis given a capabilityfor the low-level protocolsuponwhich it dependsat configu-
ration time. The capability for the invoking protocol passedo the open operationservesas the newly
createdsessiors handleon that protocol. In the caseof open enable, the high-level protocol passesa
capability for itself to a low-level protocol. At somefuture time, the latter protocol invokesthe former
protocol’s open done operatiorto inform the high-levelprotocolthatit hascreateda sessioronits behalf.
Thus, the first operationsupportssessioncreationtriggeredby a user process(an active open), while
the secondandthird operationstakentogethey supportsessiorcreationtriggeredby a messagearriving
from the network (a passiveopen).

The participant set argumentto all threeoperationgdentifiesthe setof participantsthat are to com-
municatevia the createdsession.By convention the first elementof that setis the local participant. In
the caseof open andopen done, all membersof the participantsetmustbe given. In contrast,not all the
participantsneedbe specifiedwhen open enable is invoked, althoughan identifier for the local partici-
pantmustbe present.Participantddentify themselvesandtheir peerswith hostaddressegyort numbers,
protocol numbers,and so on; theseidentifiersare called externalids. Eachprotocol object’s open and
open enable operationsuse the map routinesto savebindingsof theseexternalids to capabilitiesfor
sessiombjects(in the caseof open) and protocolobjects(in the caseof open enable). Suchcapabilities
for operatingsystemobjectsare known asinternalids.

Considey for example,a high-level protocol object p that dependson a low-level protocol object
g. Supposep invokesq's open operationwith the participantset {local _port, remote port}. p might
do this becausesomehigherlevel protocol had invokedits open operation. The implementatiorof q's
open would initialize a new sessions and savethe binding (local _port, remote port) — s in a map.
Similarly, shouldp invoke q's open enable operationwith the singletonparticipantset{local port}, q's
implementatiorof open_enable would savethe bindinglocal_port — p in a map?

2We usethe Smalltalk notion of classes:a protocol correspondso a classanda sessiorcorrespondso an instanceof that

class[12].
3For simplicity, we usep bothto referto a particularprotocolandto denotea capability for that protocol. Similarly, we use
s bothto refer to a particularsessiorandto denotea capabilityfor that session.
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protocols. Theseroutinesare describedn moredetail in a companionpaper[14]. First, a setof buffer
managerroutinesprovide for allocatingbuffer space,concatenatingwo buffers, breakinga buffer into
two separatebuffers, andtruncatingthe left or right end of a buffer. The buffer routinesusethe heap
storageareaand are implementedn way that allows multiple referencedo arbitrary piecesof a given
buffer without incurring any datacopying. The buffer routinesare usedto manipulatenessages;e., add
andstrip headersfragmentand reassemblenessagesSecond a setof mapmanagerroutinesprovidea
facility for maintaininga setof bindingsof one identifier to another The map routinessupportadding
new bindingsto the set,removingbindingsfrom the set,and mappingoneidentifierinto anotherrelative
to a setof bindings. Protocolimplementation usetheseroutinesto translateidentifiers extractedfrom

message$eaders—e.g.addressesport numbers—intocapabilitiesfor kernel objects. Third, a set of

eventmanagerroutinesprovidesan alarm clock facility. The eventmanagerlets a protocol specify a
timer eventasa procedurethatis to be calledat somefuture time. By registeringa procedurewith the
eventmanagerprotocolsare able to timeoutand act on messagethat havenot beenacknowledged.

Finally, the x-kernel providesan infrastructurethat supportscommunicationobjects. Although the
x-kernel is written in C, the infrastructureenforcesa minimal object-orientedstyle on protocol and
sessionobjects, that is, eachobject supportsa uniform set of operatoins. The relationshipsbetween
communicatiorobjects—i.e. which protocolsdependon which others—aredefinedusingeithera simple
textual graph descriptionlanguageor a X-windows basedgrapheditor A compositiontool readsthis
graphandgenerate<C codethat createsandinitializes the protocolsin a “bottom-up” order

Eachx-kernelprotocolis implementedas a collectionof C sourcefiles. Thesefiles implementboth
the operationson the protocol object that representghe protocol, and the operationson its associated
sessiorobjects. Eachoperationis implementedasa C function.

Both protocolsand sessionsare representedising heapallocateddata structuresthat contain state
(data)specificto the objectandan array of pointersto the functionsthatimplementthe operationon the
object. Protocolobjectsare createdand initialized at kernel boot time. When a protocolis initialized,
it is given a capability for each protocol on which it depends,as definedby the graph. Data global
to the protocol—e.g.,unusedport numbers,the local host addresscapabilitiesfor other protocolson
which this one depends—iscontainedin the protocol state. Becausesessiongepresentconnections,
they are createdand destroyedwhen connectionsare establishedand terminated. The session-specific
stateincludescapabilitiesfor othersessiorand protocolobjectsaswell aswhateverstateis necessaryo
implementthe statemachineassociatedvith a connection.

So that the top-mostkernel protocolsneed not be awarethat they lie adjacentto the user/kernel
boundary user processesare requiredto masquerades protocol objects; i.e., the user must export
thoseoperationgthat a protocol or sessionmay invoke on a protocol locatedaboveit in the graph. A
create protocol operationallows a userprocesso createa protocolobjectrepresentinghe userprocess;
the function pointersin this protocolobjectrefer to proceduresmplementedn the usefts addresspace.
The userprocesausesthe protocolobjectreturnedby create protocol to identify itself in subsequentalls
to the kernelprotocols.

Thex-kernelinfrastructurealsoprovidesinterfaceoperationghatsimplify theinvocationof operations
on protocolandsessiorobjects. Specifically for eachoperationinvocationop(args, arg, . . . ,arg,) defined
in the restof this section,the infrastructureusesarg; as a capability for an object, usesthe operation
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Figure1: Examplex-Kernel Configuration

processesunningin a given addressspacesharethe sameuserand kernel areas;eachprocesshasa
private stackin the stackarea. All addresspacesharethe samekernelarea. The userandkernelareas
of eachaddressspacecontaincode, static data, and dynamicdata (heap). Each process’private stack
is divided into a userstackand a kernel stack. Processesvithin an addressspacesynchronizeusing
kernelsemaphoresProcessem differentaddressspacexommunicatén the sameway asdo processes
on differentmachines—byexchangingnessagethroughone or more of the kernel’s protocol objects.

A processmay executein eitheruseror kernelmode. When a processexecutesn usermode,it is
called a userprocessandit usesthe codeand datain the userareaandits userstack. Likewise, when
a processexecutesin kernel mode, it is called a kernel processand it usesthe code and datain the
kernelareaandits kernelstack. A kernel processhasaccesgo both the kerneland userareas,while a
userprocesshasaccesdo only the userarea;the kernel areais protectedby the memory management
hardware.

The x-kernelis symmetricin the sensethat a processexecutingin usermodeis allowedto change
to kernel mode (this correspondgo a systemcall) and a processexecutingin kernel modeis allowed
to invoke a userlevel procedure(this is an upcall [10]). When a userprocessinvokesa kernel system
call, a hardwaretrap occurs,causingthe procesdo startexecutingin the kernelareaandusingits kernel
stack. When a kernel processinvokesa userlevel procedure,it first executesa preambleroutine that
setsup aninitial activationrecordin the userstack,pusheghe argumentgo the procedureonto the user
stack, and startsusing the user stack;i.e., changesdts stack pointer Becausethereis a dangerof the
userprocedurenot returning(e.g., an infinite loop), the kernellimits the numberof outstandingupcalls
to eachuseraddressspace.

On top of this foundation,the x-kernel providesa setof supportroutinesthat are usedto implement



commonprotocoltasks.In doingso, the architectureas ableto accommodat@ wide variety of protocols
while performingcompetitivelywith ad hocimplementationgn lessstructuredenvironments.This paper
describesthe x-kernel's architecture,evaluatests performance,and reportsour experienceaising the
x-kernelto implementa large body of protocols.

2 Architecture

The x-kernel views a protocol as a specificationof a communicatiomabstractionthroughwhich a col-
lection of participantsexchangea setof messagesBeyondthis simple model,the x-kernel makesfew
assumptionsiboutthe semantic®f protocols.In particular a giveninstanceof a communicatiorabstrac-
tion may be implicitly or explicitly establishedthe communicationabstractionmay or may not make
guaranteeaboutthe reliabledelivery of messageshe exchangef messagethroughthe communication
abstractionrmay be synchronousr asynchronousan arbitrary numberof participantsmay be involved
in the communicationand messagesay rangefrom fixed sizeddatablocksto streamsof bytes.

The x-kernel providesthree primitive communicatiorobjectsto supportthis model: protocols ses-
sions and messagesWe classify theseobjectsasto whetherthey are static or dynamic,and passiveor
active. Protocolobjectsare both static and passive.Eachprotocol object correspondso a conventional
networkprotocol—e.g.|P [27], UDP [25], TCP [34], Psync[22—wherethe relationshipdetweenpro-
tocols are definedat the time a kernelis configured: Sessionobjectsare also passive,but they are
dynamically created. Intuitively, a sessionobjectis an instanceof a protocol object that containsa
“protocol interpretef andthe datastructureghatrepresenthelocal stateof some“network connection”.
Messagesre active objectsthat move throughthe sessiomand protocol objectsin the kernel. The data
containedin a messag@bjectcorrespond$o one or more protocolheadersand userdata.

Figure 1(a) illustratesa suite of protocolsthat might be configuredinto a given instanceof the x-
kernel. Figure 1(b) gives a schematicoverview of the x-kernel objectscorrespondingo the suite of
protocolsin (a); protocol objectsare depictedas rectanglesthe sessionobjectsassociatedvith each
protocolobjectare depictedascircles,and a messages depictedasa “thread” that visits a sequencef
protocoland sessiorobjectsasit movesthroughthe kernel.

Therestof this sectionsketcheghe x-kernels underlyingprocessandmemorymanagemenfacilities
anddescribegrotocol,sessionand messag®bjectsin more detail. We describethe x-kernel’s architec-
ture only in sufiicient detail to understanchow the abstractionsand the implementatiorinfluenceeach
other Towardthis end,we only definethe key operationson protocols,sessiongndmessagesAlso, we
give both an intuitive specificationfor the objectsandan overview of how the objectsare implemented
in the underlyingsystem.

2.1 Underlying Facilities

At the lowestlevel, the x-kernel supportsmultiple addressspacesgachof which containsone or more
light-weight processes An addressspacecontainsa userarea,a kernelarea,and a stackarea. All the

Whenthe distinctionis importantto the discussionywe usethe term “protocol object” to refer to the specificx-kernelentity
andwe usethe term “network protocol” to refer to the generalconcept.



to connection-lesssynchronougo asynchronousyeliable to unreliable, stream-orientedo message-
oriented,andsoon. For example to accommodatelifferencesn differentprotocollayers,BerkeleyUnix
definesthree different interfaces: driver/protocol, protocol/socketand socket/application.As another
example SystemV addedmultiplexorsto streamgo accommodatéhe complexityof networkprotocols.

Not all operatingsystemsprovide explicit supportfor implementingnetwork protocols. At one
extreme,systemslike the V-kernel[8] mandatea particular protocol or protocol suite. Becausesuch
operatingsystemssupportonly a fixed set of protocolsthat are known a priori, the protocolscan be
embeddedn the kernel without being encapsulatedvithin a generalprotocol abstraction.At the other
extreme,systemssuch as Mach [1] move responsibiliy for implementingprotocolsout of the kernel.
Suchsystemsview eachprotocol as an applicationthat is implementedon top of the kernel;i.e., they
provide no protocol-specifidnfrastructure.

In additionto definingthe abstraciobjectsthatmakeup an operatingsystemonemustorganizethose
objectsinto a coherentsystemthat supportsthe necessarynteractionbetweenobjects. More concretely
one mustmap the abstraction®nto processesind procedures One well-establishediesigntechniqueis
to arrangethe objectsin a functionalhierarchy[11]. Sucha structureextendsnicely to communication
objectsbecauserotocolsare alreadydefinedin termsof multiple layers. It hasbeenobservedhowever
that the costof communicatiorbetweenlevelsin the hierarchystronglyinfluencesthe performanceof
the system[13]. It is thereforearguedthatwhile the designof an operatingsystemmay be hierarchical,
performanceconcernsoften dictatethat the implementatioris not.

More recentstudieshavefocusedon how the structureof operatingsystemsnfluenceshe implemen-
tation of protocols[9, 10]. Thesestudiespoint out that encapsulatingeachprotocollayerin a process
leadsto an inefficient implementationbecauseof the large overheadinvolved in communicationand
synchronizatiorbetweenayers. They alsosuggesan organizationthat groupsmodulesinto vertical and
horizontaltasks,where moduleswithin a vertical task interactby procedurecall and moduleswithin a
horizontal task interact using someprocesssynchronizatiormechanism. Moreover allowing modules
within a verticaltaskto call bothlower-level andhigherlevel modulesis well-suitedto the bi-directional
natureof networkcommunication.

While the way protocol modulesare mappedonto proceduresand processelearly impactsthe
performanceof protocolimplementatios, studiesalso showthat protocol performanceis influencedby
severaladditionalfactors,including the size of eachprotocol’s packet,the flow control algorithmused
by the protocol, the underlying buffer managemenscheme the overheadinvolved in parsingheaders,
and various hardwarelimitations [36, 16, 5]. In additionto suggestingguidelinesfor designingnew
protocolsand proposinghardwaredesignghat supportefficient implementationsthesestudiesalsomake
the point that providing the right primitives in the operatingsystemplays a major role in being able
to implementprotocolsefficiently. An importantexampleof suchoperatingsystemsupportis a buffer
managemengchemehatallows protocolimplementatiosto avoid unnecessargiatacopying. In general,
it is desirableto recognizetaskscommonto many protocols,and to provide efficient supportroutines
that canbe appliedto thosetasks.

The novelaspecbf the x-kernelis thatit fully integrateghesethreeingredients:it definesa uniform
set of abstractiondor encapsulatingrotocols,it structuresthe abstractiondn a way that makesthe
most common patternsof interaction efficient, and it supportsprimitive routinesthat are applied to



The x-Kernel: An Architecturefor ImplementingNetwork
Protocols
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Abstract

This paperdescribesa new operatingsystemkernel, called the x-kernel, that providesan

explicit architecturefor constructingand composingnetwork protocols. Our experience
implementiryg and evaluatingseveralprotocolsin the x-kernel showsthat this architecture
is both generalenoughto accommodatea wide rangeof protocols,yet efficient enoughto

performcompetitivelywith lessstructuredoperatingsystems.

1 Introduction

Network softwareis at the heartof any distributedsystem.It manageshe communicatiorhardwarethat
connectsthe processorsn the systemand it definesabstractionghroughwhich processesunning on
thoseprocessorexchangemessagesNetwork softwareis extremelycomplex: it musthide the details
of the underlyinghardware recoverfrom transmissiorfailures, ensurethat messageare deliveredto the
applicationprocesseén the appropriateorder and managethe encodingand decodingof data. To help
managethis complexity networksoftwareis divided into multiple layers—commonlycalled protocols—
eachof which is responsibldor someaspectof the communication.Typically, a systems protocolsare
implementedn the operatingsystemkernel on eachprocessar

This paperdescribes newoperatingsystemkernel—calledhe x-kernel—thatis designedo facilitate
the implementationof efficient communicationprotocols. The x-kernel runs on Sun3workstations,is
configurable supportsnultiple addresspacesandlight-weightprocessesandprovidesanarchitecturdor
implementingandcomposinghetworkprotocols.We haveusedthe x-kernelasa vehiclefor experimenting
with the decompositiorof large protocolsinto primitive building block pieces[15], asa workbenchfor
designingand evaluatingnew protocols[22], and asa platform for accessindheterogeneousollections
of networkserviceq23].

Many operatingsystemssupportabstractiongor encapsulatingprotocols;examplesnclude Berkeley
Unix socketq17] and SystemV Unix streams[28]. Suchabstractionsre useful becausehey provide
a commoninterfaceto a collection of dissimilar protocols,therebysimplifying the task of composing
protocols.Definingtruly generalbstractionss difficult becauserotocolsrangefrom connection-oriented
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